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L. INTRODUCTION

In accordance with the Arizona Corporation Commission’s (“Commission™)
September 25, 2002 Procedural Order, the Staff of the Commission (“Staff”) hereby files
its report and recommendation on regulations to govern the dissemination of individual
Customer Proprietary Network Information (“CPNI”) by telecommunications carriers.
Staff believes telecommunications carriers are in a unique position to collect a
consumer’s pnvate information. This private information includes, but is not limited to,
private account information such as social security numbers, whom customers call, when
they call, where they call and how long they call. All such information is sensitive and
private in nature. The collection and dissemination of this CPNI raises serious privacy
concerns.

Staff’s recommendations focus on ensuring Arizona consumers are fully informed
of their right to and have a real opportunity to protect against unwanted disclosure and
dissemination of their proprictary account information. Staff’s review of the carrier’s
performance of its duty to protect CPNI under an opt-out method shows carriers are
failing to provide consumers with: a meaningful opportunity to protect private
information. Therefore, Staff believes requiring carriers to obtain express customer
consent before sharing customer information directly and materially advances the stated
interest of protecting the privacy of telecommunications consumers in Arizona. This
“opt-in” approach fully protects the privacy interests of Arizona consumers while
allowing carriers to realize the benefit of use of such information once consent is
obtained. Staff believes the recommendations and the methods set out herein are
necessary to protect the privacy interests of Arizona citizens envisioned by the
Constitution of the State of Arizona, and the protection of consumer privacy interests
demanded by Arizona statute and Federal Law.

Based upon the information gathered by Staff to-date, Staff recommends that the
Commission adopt rules which require opt-in customer approval before CPNI can be
used. As will be discussed, Staff’s recommendations go beyond what is required in the
FCC’s recent rules in several respects. The rules must also require clear notice to the
consumer of the right to protect against dissemination of CPNI. Notice must clearly
define CPNI and inform the consumer of their right to protection without affecting their
existing service. Customers must clear]ly understand as a result of the notice, who will
receive their CPNI and for what purpose. Carriers should be required to periodically
remind consumers of the status of their CPNI release election and their right to
protection. The rules should also provide for only such use and dissemination of CPNI
by the carrier as is intended by the consumer, once approval is properly obtained.
Provisions for the confirmation of a change to the carrier’s authority to disseminate
should be included. A requirement for retention of documentation of customer approval
should be set forth. Finally, provisions for waiver of the rules should be included.

Staff acknowledges the significant impact the adoption of these CPNI rules will
have upon Arizona’s telecommunications carriers. In light of responses to data requests,
the Federal Communications Commission’s (“FCC”) recent Order and the impact rules
will have upon carriers, Staff believes it would be beneficial to have a workshop once




Staff’s proposed rules are released to discuss the Staff proposals and any changes
interested parties believe to be appropriate, before a formal rulemaking is commenced.

II. BACKGROUND

Development of CPNI rules requires the application of both Federal and State
law. Federal law considerations include Section 222 of the Act, the CPNI rules initially
adopted by the FCC, the decision' of the United States Court of Appeals for the Tenth
Circuit vacating portions of the FCC’s initial . CPNI Order, and the recent FCC Third
Report and Order in response to the Tenth Circuit’s Decision. State law considerations
include the responsibility owed to the citizens of Arizona by the Commission under the
Arnzona Constitution and enablin% statutes and the special privacy protections afforded
Arizonans by their Constitution.” Staff also considered the concerns expressed by
carriers in response to data requests issued by the Staff and in Comments filed in this
Docket.

A. Federal Laws and Policies

1. Section 222 of the Act

Section 222, entitled “Privacy of Customer Information,” obligates carriers to
protect certain consumer information.® Section 222 divides customer information into
three categories: (1) individually identifiable CPNI, (2) aggregate customer information,
and (3) subscriber list information. Section 222 defines CPNI as “information that
relates to the quantity, technical configuration, type, destination, location, and amount of
use of a felecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer
solely by virtue of the carrier-customer relationship” including information contained in
bills pertaining to telephone exchange service or telephone toll service received by a
customer of a carrier.” Congress afforded CPNI the greatest level of protection by stating
it may only be used as required by law or with the consumer’s approval.

2. The FCC’s Tnitial CPNI Order

In its CPNI Order released February 26, 1998, the FCC addressed the scope and
meaning of Section 222 in promulgating implementing regulations.6 In order to strike a
reasonable balance between a carriers ability to conduct its business in an efficient
manner and a consumer’s reasonable expectations of privacy, the FCC adopted what is

' US West, Inc. v. FCC, 182 F.3d 1224 (10* Cir. 1999), cert. denied, 530 U.S. 1213 (June 5, 2000).

* Article 11, § 8 of the Arizona Constitution provides that “[n]o person shall be disturbed in his private
affairs, or his home invaded, without authority of law.”

*47US.C. §222.

Y47 U.8.C. §§ 222(a)-(c).

S 47 U.S.C. §222(H(1), 47 U.S.C. § 222(h)(1)A).

¢ Implementation of the Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information: and Implementation of the Non-
Accounting Safeguards of Sections 271 and 272 of the Communications Act of 1934, as amended, Second
Report and Order and Further Notice of Proposed Rulemaking, 13 FCC Red 8061 (1998){CPNI Order).
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known as the “Total Service Approach.” Under this approach the carrier is allowed to
use CPNI to market services to its customers that fall within the packages of services
already subscribed to by the customer without prior consent of CPNI use. The approach
recognized that implied consent can reasonably be considered as having been given in
this circumstance since customers would reasonably expect a carrier to review their
existing services from time to time and propose changes to ensure their needs were being

met.

In all other instances, the FCC adopted an opt-in approval mechanism which
required carriers to obtain the express written, oral or electronic consent from their
customers before release of any customer specific CPNI. The FCC also required that
consumers be advised of their rights under Section 222 before the carrier sought approval
of use of the information.

The FCC refused to adopt “preemptive” national rules determining to exercise its
preemption authority on a case-by-case basis. Nonetheless, the FCC’s initial order
effectively created a presumption that inconsistent state regulations would be preempted.
The FCC stated, 1n part, “[s]tate rufes that likely would be vulnerable to preemption
would nclude those permitting greater carrier use of CPNI than section 222 and our
implementing regulations announced here, as well as those state regulations that sought
to impose more limitations on carriers’ use. ’

3. The Tenth Circuit Decision

The FCC’s CPNI Order was vacated in part by the Tenth Circuit Court of Appeals
which found that the use of the “opt-in” approach violated a carrier’s First Amendment
rights, by restricting their commercial free speech. U.S. West brought suit against the
FCC chalienging the constitutionality of its CPNI rules.® U.S. West challenged the rules
on First and Fifth Amendment grounds.” The Court applied the Central Hudson analysis
to determine if the restriction violated the First Amendment by asking if the speech was
lawtul, if the government had a substantial state interest in regulating the speech, if the
regulation directly and materially advances that interest, and if the regulation is no more
extensive than necessary to serve the interest.'’

The Court summarily dismissed the FCC’s stated substantial state interest in
promoting competition by limiting the dissemination of CPNI stating that the FCC had
failed to put forth any “empirical evidence showing the harm to either privacy or
competition.”"! The FCC had the burden of establishing that the harms recited were “real
and that its restriction will in fact alleviate them to a material degree.””* The Court found

" CPNI Order at para. 18,

*U S West v. FCC, 182 F.3d 1224 (10™ Cir. 1999). U S West is now Qwest.

°1d. at 1228.

"°1d. at 1233 (citing Central Hudson Gas & Elec. Corp. v. Public Serv. Comm’n of N.Y.. 447 U.S. 557,

562-63, 100 S.Ct. 2343 (1980)).
' See id at 1236-37.
21d at 1237.




that the government had failed to meet its burden.'® and that the harm cited was purely
speculative.” The FCC, the Court said, had failed to present any evidence about how
dissemination of sensitive or embarrassing personal information would occur, or if it
would ever actually occur at all.'* The Court also stated that the FCC had failed to
provide any analysis of how the sharing of CPNI to allow for the marketing of new
services would impede competition.'® Despite having found the harms stated by
government to be unsupported, the Court assumed for purposes of discussion that the
prong had been met.

The Court then found the rules to be more extensive than necessary to serve the
stated interests.!” The Court stated that while the test did not require the least restrictive
alternative, it did require the regulation to be narrowly tailored to its objective, with a
careful balance of the costs and benefits of the burdens imposed on commercial free
speech.'® The Court further stated that although the least restrictive alternative need not
be adopted to pass the test, when such alternatives are available and are obviously less
restrictive of free speech, they must be considered.”” The Court stated that the FCC had
failed “to adequately consider an obvious and substantially less restrictive alternative, an
opt-out strategy, indicat[ing] that it' did not narrowly tailor the CPNI regulations
regarding customer approval.”?° \

4. The FCC’s Third Report and Order

On remand, the FCC considered the burden of its regulations on carriers’ free
speech rights.?' The FCC determined that use of CPNI by carriers or disclosure to their
affiliated entities providing communications-related services, as well as third-party agents
and joint venture partners providing communications-related services, requires a
customer’s knowing consent in the form of notice and “opt-out” approval. Second,
disclosure of CPNI to unrelated third parties or to carrier affiliates that do not provide
communications-related services requires express customer consent, described as “opt-
i approval. The FCC also noted its interpretation of the Tenth Circuit Opinion as
having left the “Total Service Approach” in effect which permits the carrier to use CPNI
to market new product offerings within the carrier-customer service relationship, on the
basis of the customer’s implied consent.

The FCC also adopted a policy which gives States much wider latitude in
addressing CPNI concerns at the state level. The FCC stated that should states adopt
CPNI requirements that are more restrictive than those adopted by the FCC, it would
decline to apply any presumption that such requirements would be vulnerable to

U S West v. FCC, 182 F.3d at 1237-38.

' See id. at 1237.

'* See id. at 1237-38.

' See id. at 1238.

17 See id.

'* See IS West v. FCC, 182 F.3d at 1238. (internal citations omitted).
19 See id.

21d at 1238-39.

* Third Report and Order, at § 30.




preemption. The FCC acknowledged that states may develop different records should
they choose to examine the use of CPNI for intrastate services. The FCC also
acknowledged that states may find further evidence of harm, or less evidence of burden
on protected speech interests, Accordingly, the FCC stated that applying the same
standard, the states may nevertheless find that more stringent approval requirements
survive constitutional scrutiny, and thus adopt requirements that “go beyond” those
adopted by the FCC.

B. State Constitution and Laws Re: Privacy

The Staff and Commission must also be mindful that the Arizona Constitution,
unlike the United States Constitution, specifically provides for the right to privacy of
Arizona citizens at Article I § 8, which provides “[n]o person shall be disturbed in his
private affairs, or his home invaded, without authority of law.” Commenting on this
provision the Arnizona Supreme Court stated “Arizona is one of the first states whose
founders thought it necessary to adopt explicit protection for the privacy of its citizens.”**
The Commission is empowered by statute to protect the privacy of consumer
information: “In supervising and regulzliting public service corporations, the commission’s
authority is confirmed to adopt rules to: “... Provide that, notwithstanding any other law,
customer information, account information and related proprietary information are
confidential unless specifically waived by the customer in writing.”"

Clearly, the framers of the Arizona Constitution, the legislators of the State of
Arizona and the Congress of the United States have recognized a substantial state interest
in the protection of the privacy of Arizona citizens in general and particularly in the
protection of information shared with a carrier facilitating the customer’s ability to access
phone service. According to Arizona statute the duty to ensure carriers fulfill this duty
lies with the Commission.

III.  DISCUSSION
A. Notice and Use of CPNI by Telecommunications Carriers in Arizona

On June 4, 2002 Staff issued data requests to nine telecommunications carriers
operating in Arizona. The questions presented were designed to determine the nature of
“use of CPNIL, to was being provided, and the notice provided to customers prior to use by
carriers in Arizona. Responses indicate that CPNI is being used to market products and
services to telecommunications customers. While not all carriers indicated such use, all
carriers indicating use of CPNI in marketing report compliance with FCC rules.
Following is a summary by company of CPNI use and notice provided by carriers to their
customers. Also included is a summary of the carrier’s comments regarding any rules the
Commission may adopt on the dissemination of CPNI.

“ Godbehere v. Phoenix Newspapers Inc., 162 Ariz. 335, 342, 783 P.2d 781,787 (1989).

¥ AR.S. § 40-202.C.5 (emphasis added).




1. west

Qwest reported that it does not use CPNI to market new services unless having
secured approval. Qwest once having obtained approval may share CPNI with other
Qwest corporations such as Qwest Communications, the long distance arm of Qwest,
Qwest Wireless, or QwestDex. Qwest lists a total of 52 affiliates, spread throughout the
United States, and in Mexico, Hong Kong, the Netherlands, the United Kingdom, Japan,
and Singapore. Qwest may also share CPNI with companies not within its corporate
structure but which act as independent contractors or agents to assist in customer care,
billing, marketing contacts, or collection services. Qwest does not sell CPNI as such,
although notes that CPNI is sold as part of selling an exchange, such as its sale of an
exchange to Saddleback Communications. Qwest indicates it uses CPNI in “winback”
efforts, keeping CPNI records for two years. Qwest provides CPNI to CLECs who
represent they are authorized to receive it.

Qwest provides one time notification prior to soliciting what it terms as long-term
customer CPNI approval. This notification has in the past been sent as a bill insert or in
combination with an area code notification change. Qwest provided copies of both its
opt-in insert used from August 1998 to April 1999 and its opt-out insert used in
December, 2001. (Attachments A & B respectively). Qwest also provided a copy of the
scripting used by Qwest to obtain oral approval. (Attachment C). Notice of the
customer’s ability to withdraw prior approval is also given only once. Qwest states that
notice should be “clear and conspicuous and understandable to the average person.”

Qwest uses a code in its customer information systems to verify the customer’s
current CPNI approval status. The status is maintained until changed by the customer.
Qwest states it used a variety of methods to follow up to ensure customer understanding
of CPNI status over a three month period. Qwest believes follow up activities should be
left to the discretion of the carrier because of the cost involved compared to the customer
benefit derived.

Qwest opposes use of an “opt-in” mechanism. Qwest stated that customer
interests in protecting the privacy of CPNI are adequately addressed through a
~ businesses’ use of an opt-out CPNI approval process. In its Comments, Qwest stated that
its limited use of “opt-in” under the FCC’s ONA CPNI orders and during 1998-99 when
the FCC’s CPNI Order was in effect demonstrate that the costs associated with attempts
to secure affirmative approvals are beyond any rational cost/benefit analyses and would
be impossible for business to recoup  Qwest cited an article that stated when a default
approval mechanism was opt-in, 85 percent of consumers chose not to provide
personally-identifiable information. In contrast, 95 percent chose to allow use of such
information when the default was opt-out.”> Qwest stated that the authors concluded that

Qwest Comments at p. 3
*3 See Paul H. Rubin and Fhomas M. Lenard, Privacy and the Commercial Use of Information, Boston;

The Progress & Freedom Foundation and Kluwer Academic Press, 2002.




requiring opt-in would dramatically reduce the amount of information available to the
commercial sector and would impose substantial costs on consumers. Qwest aiso
commented that an opt-in policy would result in insurmountable (and unwarranted) costs
for carriers seeking affirmative CPNI approvals. Qwest stated that it is clear that due to
inertia no amount of expense would be enough to secure affirmative approvals in
sufficient numbers to allow a carrier to make practical or effective use of information to
formulate and market offers designed to meet customers’ individual needs.

Qwest identified three competitive concerns with opt-in. First, restrictions on the
free flow of information hinder the ability of carriers to compete through formulating and
targeting offers to particular consumers. Second, to the extent restrictive regulations are
applied to some carriers but not others, the carriers subject to the restrictions will be
placed at a competitive disadvantage relative to the carriers who are not subject to the
restrictions. Third, because customers may choose their carriers based in part on
competing carriers’ CPNI policies, processes and procedures, competition between
carriers may be affected by the choices these customers make with respect to opt-in, opt-
out or other CPNI 1ssues.

Qwest believes that an opt~of1t policy 1s sufficient to address any consumer
privacy interests involving customer information. Qwest noted that this is particularly
true 1n light of the fact that additional judicial and regulatory mechanisms are available to
protect individuals from any actual carrier misuse of CPNL?®

Qwest also stated that the Commission should not adopt rules concerning the form
of CPNI opt-in or opt-out notices. Carriers should be free to dictate the contents of a
carrier’s communications with its customers. According to Qwest, the Federal standards
are sufficient. Any governmental insinuation regarding the text of the communication
must pass constitutional muster as outlined in U § West v. FCC.

Qwest believes that CPNI is less sensitive than much of the information collected
by other industries.*’ Qwest also believes that notices should be sent out only once to a
carrier’s existing customer base and once to persons who subsequently become new
customers. Valuable resources are consumed in sending out periodic notices according to
Qwest. Qwest also stated that carriers should not be required to verify or confirm
customer CPNI approval decisions.”® Qwest states that this would be inappropriate in the
absence of any meaningful cost/benefit analysis. Qwest believes that the costs of
verification would not be trivial and would lack any overall “public interest” benefit.
Should verification be required, carriers should be permitted to choose the method.

2. WorldCom

WorldCom reported that it does not have a system in place to include CPNI in its
marketing programs, but may use CPNI to determine if a particular service would benefit

2 Qwest Comments at p. 9.
a Qwest Comments atp. 15,
# Qwest Comments at p i




a particular customer. WorldCom shares CPNI between its affiliated companies and lists
eight such affiliates. WorldCom stated that because it has no systematic approach to
CPNI usage, it cannot inform Staff of which of these affiliates it actually shares CPNI
with. WorldCom stated that it does not share CPNI with non-affiliated entities and that it
never has, nor has any intention to sell CPNI. WorldCom may use CPNI in “winback”
efforts and relies on FCC rules to do so. WorldCom may use calling pattern information
to assess customer service and product needs.

The MCI group, an affiliate of WorldCom, accesses CPNI in the course of a local
sale. MCI, after receiving real time oral consent from the prospective customer, accesses
the customer’s CPNI on the incumbent carrier’s database. The consent is valid for the
duration of the call only. The consent solicitation is scripted as follows: “Mr./Mrs.
Customer, 1o assist in setting up your new service, may 1 view all of your current telecom
carrier selections, existing local plans and features during this call? Your service will not
be affected if you say No.” WorldCom Group’s notification and customer consent
typically are documented in the customer’s service agreement, WorldCom Group’s
General Terms and Conditions of Service. (Attachment D). WorldCom opined that its
notices are understandable. WorldCom also stated that any follow up reqmrement to
ensure customer awareness of his or her CPNI status is expensive, time consuming, that
the benefit does not justify the cost, and will result in higher costs for consumers.

In its Comments, WorldCom suggested that an opt-in policy would result in
additional costs to telecommunications providers relative to an opt-out policy. An opt-in
policy reasonably can be expected to result in a great reduction in the usability of such
data to telecommunications providers for marketing purposes, based on the higher
transaction costs it imposes on customers in requiring them to affirmatively respond, and
on the low response rates that direct solicitations generally receive. As a result,
telecommunications providers would need to either vastly increase the amounts they
spend to increase their response rates or purchase alternative data sources for marketing
(which sources are likely to be inferior to the customer’s CPNI information). While
WorldCom has conducted no formal studies, in WorldCom’s experience, its own direct
response campaigns rarely have a response rate higher than 2 percent.”” WorldCom
would not expect the response to a positive opt-in request would be any higher,

An opt-out policy starts with every customer being eligible. The company
estimates that with an opt-out policy, a small minority of its customers would
affirmatively opt-out. The vast majority of customers would be expected to allow their
CPNI to be used by the company for marketing new services. WorldCom would expect
that an opt-out policy would preserve much of the value of customer data for marketing
purposes. Accordmg to WorldCom, an opt-in policy would largely destroy WorldCom’s
ability to use its customer data to market new and different services to its customers
without incurring additional, unnecessary expenses. While WorldCom thinks an all-
inclusive opt-out policy is appropriate, if an opt-in policy is to apply to some categories,

¥ WorldCom Comments at p. 5.




it should be hmited to the use of CPNI by entities that are not telecommunications
providers.3 0

WorldCom does not believe any rules are required beyond those established by
the FCC. WorldCom believes that the notice should be that required by the FCC. While
WorldCom does not believe that any additional confirmation notice requirements are
required, if confirmation/verification notice is required, carriers should be given
maximum flexibility so that they can do it efficiently.

WorldCom stated that there should be no restrictions on carriers sharing of CPNI
once the customer has consented.

3. Cox

Cox indicated it uses CPNI in its marketing of feature and long distance packages
to customers who do not already subscribe to them. Cox shares CPNI with its cable
affiliate and with Cox Business Services. Cox does not sell CPNI. Cox does not share
CPNI with non-affiliated entities and does not use CPNI in “winback”™ efforts. Cox uses
CPNI for quality control purposes, to monitor and prevent fraud, to verify identity, and
for internal market research activities. Cox may use calling pattern information to assess
product and service needs.

" Cox 1includes information concerning CPNI rights with the customer’s first bill.
(Attachment E). Cox also informs of CPNI rights in an annual disclosure. (Attachment
F). Cox states that its notice is understandable. Cox customer’s CPNI approval status is
listed in a field on the customer account record and maintained as long as the customer
remains a customer. Cox states that it would agree to follow up as part of an opt-out
program. Cox believes that requiring an opt-out consent for some types of CPNI while
requiring opt-in for the most sensitive types of CPNI would be administratively difficult
to manage.

Cox opposes an opt-in policy because it would increase the costs of services to
customers.”  Cox stated that this could put a LEC at a disadvantage to competitors that
may not need to use an opt-in policy, such as wireless providers (potentially) and internet
telephony providers who position themselves as long distance providers that also carry
local exchange and local toll traffic. It could also limit the customer’s access to
information about new services or more competitive service packages or pricing.”? Cox
also stated that some of the increased costs would consist of significant additional
administrative costs, including substantial software upgrades, data base modifications,
and increased monitoring. Cox further stated that marketing costs would also increase
due to a need to use more mass marketing and less targeted rnarketing.33

** WorldCom Comments at p. 12.
*! Cox Comments at p. 3.
*2 Cox Comments at p. 3.
* Cox Comments at p. 5.
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With regard to the notice, Cox stated that there should be no significant difference
in the notice for either opt-out or opt-in except to explain the difference between the two.
Cox also stated that the notice should be provided in multiple languages if the
Commission determines it is appropriate based on the demographics of a service area.
Cox also stated that it would be appropriate to adopt a standard default format that is not
unduly burdensome and that can be modified subject to Commission approval. Cox
believes that companies should be required to provide notice of CPNI issues a minimum
of one time per year.>® The notice should be provided within the first billing cycle and
CPNI shouid not be provided to affiliated companies for at least 30 days after the notice
to allow customers adequate time to respond.

Cox stated that it believes a verification process is generally unnecessary and
creates increased costs, administrative difficulties and potential customer confusion.™

As to the provision of CPNI to unaffiliated entities, Cox stated that it is not its
policy to provide or sell CPNI data to nonaffiliated entities.*®

4, Citizens l

Citizens uses only subscriber list information, that is customer name, address, and
phone number in its marketing efforts. It does not use CPNI but instead bases its
marketing effort on payment history information, making offers only to those customers
with good payment history. Because Citizens reports no use of CPNI in marketing it
reports no sharing of CPNI with either affiliates or non-affiliates. Citizens does not sell
CPNI. Citizens’ customer service representatives may use CPNI in “winback™ efforts.
CPNI can be accessed by representatives for six months after customer Jeaves and is
archived for seven to ten years. Citizens may disseminate CPNI to its marketing
department and uses CPNI for provisioning, repairing, installing, billing and collecting,
and to respond to customer service inquiries, Citizens opined that the most sensitive
CPNI it acquires are customer calling patterns and customer social security numbers.
This information is restricted to access by “appropriate personnel.” Citizens does not
disseminate CPNI to anyone outside of the company and would do so only upon court
order, subpoena or other legal order.

Citizens stated that it does not solicit approval for use of CPNI because it assumes
it would be denied. Based on its assumption, Citizens uses only CPNI not requiring
consent for use. That is, subscriber list information. Citizens’ customer service
representatives seek approval to view account information during the course of calls. The
approval given 1s considered valid only for the duration of the call.

In its Comments, Citizens stated that it believes that an “opt-out™ CPNI policy is
more practical for ILECs to administer and for the Commission to supervise than an “opt-
in” policy. It also stated that the Commission should defer to the FCC’s CPNI rules in

* Cox Comments at p. 7.
f5 Cox Comments at p. 9.
* Cox Comments at p. 10.
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order that a national policy and practice might be applied uniformly in Arizona as well as
other states.’

5. Sprint

Sprint uses CPNI to market services and products not currently subscribed to.
Information used includes usage levels, calling patterns, and information about what time
of day and days of week customer frequently calls. Sprint Long Distance shares CPNI
with Sprint Wireless, with Sprint’s local telephone division, and vice versa. Sprint does
not seek to share CPNI with other Sprint affiliates or with non-affiliates. Sprint does use
CPNI in “winback” efforts and maintains notices for 13 months. Customer CPNI consent
remains i the repository as long as the customer remains active with Sprint. Sprint
reports using CPNI for internal reporting, customer evaluation and other purposes
“permitted under section 222.” Sprint opined that call detail is probably the most
sensitive CPNI it collects and it does not release calling pattern information. Sprint does,
however, use calling pattern information in its own marketing efforts.

Sprint advises its customers of their right to protect CPNI at the time of
subscription. Sprint then provides a second notice in the customer welcome packet,
After this initial notice, Sprint provides periodic notices. Sprint provided such notice in
its booklet of revised terms and conditions sent out June 1, 2002. (Attachment G). From
time to time Sprint sales representatives ask for verbal approval in the course of a sales
call. When this occurs Sprint captures verbal approval on tape and stores the tape in its
repository. Sprint reports that 18% of Arizona customers have opted out and impliedly
consented to Sprint sharing CPNI with affiliates or third parties. Sprint opined that its
notice 1s clear and understandable.

Sprint uses a systematic centralized repository and notes customer accounts with
codes to verify customer’s CPNI approval status. Sprint reported that it does not provide
follow up notice of the customer’s CPNI status to ensure the customer is informed as to
his or her status. It believes provision of such notice would be confusing to the customer
and costly to the company.

In its Comments, Sprint noted that as of February 2002, 6.64% of Sprint’s
customers have elected to opt-out. Sprint has no estimate of the costs involved in
administering an opt-out policy but such costs are significantly less than the costs of
administering an opt-in policy.*® Sprint believes that an opt-in policy provides a
significant competitive advantage to the incumbent carrier, because the JLEC is able to
obtain opt-in consent from customers more easily and at less cost than its competitors.*
As the provider of local service to nearly all of the residents of Arizona, the ILEC is more
likely to receive calls from Arizona residents with respect 1o such service.

¥ Citizens’ Comments at p. 1.
** Sprint Comments at p. 2.
» Sprint Comments at p. 3.
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Sprint believes that an opt-in policy would deprive customers of receiving
information about the products and services offered by their telecommunications provider
that may be of interest to them. Sprint would incur significant additional costs to
transition to and administer an opt-in policy since customers would be forced to contact,
Sprint with their decision. Sprint has approximately 93% of its customers that have
decided through an opt-out program to allow Sprint to share their customer information.
This means that under an opt-1n policy approximately 93% of new customers would need
1o contact Sprint with their CPNI decision. This means that Sprint would incur a
significant financial burden to increase the work force, implement additional training, in
addition to other related expenses,*’

Sprint believes that with regard to the notice, the issues do not change regardless
of whether an opt-in or opt-out policy is used.*’ Sprint provides CPNI notification in
English and Spanish. Sprint believes that the Commission should not adopt ruies to
regulate the content of its notices. Sprint stated that 47 CF.R. 64.2007(f) requires
telecommunications carriers to provide a one-time notification to the customer of the
customer’s right to restrict the use of CPNI information.*? Sprint also stated that it has
not received any customer complaints related to this issue, and does not believe that
multiple notices are necessary.

Sprint does not believe that a verification requirement is necessary. As far as
sharing CPNI with unaffiliated entities, Sprint’s position is that the Commission can
prevent a carrier from selling a customer’s CPNI data to outside entities.* Sprint informs
its customers that it will not share the customer’s CPNI with outside entities without the
customer’s authorization. Finally, Sprint stated that there should be no restrictions on
how CPNI data 1s used by affiliates of telecommunications companies.44

6. AT&T

AT&T responded that it does not use CPNI to market services to which the
customer does not currently subscribe. AT&T stated that it shares CPNI with “various
affiliates” to market, bill, collect, prevent fraud, and to respond to customer service
~Inquiries. AT&T stated that it may on occasion disseminate CPNI to non-affiliates for -
billing and collection purposes. AT&T uses CPNI in “winback™ efforts and does not
supply CPNI to new providers without customer consent. AT&T does not now nor does
it plan to release calling pattern information. AT&T has not sold CPNI.

Because AT&T uses CPNI in ways not requiring customer approval no notice is
given to customers concerning their CPNI rights. AT&T opined that any such notice
provided would have to be reasonable and non-misleading per the FCC. They also stated

“® Sprint Comments at p. 6.
*! Sprint Comments at p. 7.
4? Sprint Comments at p. 9.
** Sprint Comments at p. 11.
“ Sprint Comments at p. I1.




their belief that requiring follow up with an opt-out approval method would amount to a
variation on the opt-in method found unconstitutional by the Tenth Circuit.

In its Comments, AT&T stated that while it uses opt-in, it has consistently
advocated that the FCC should construe Section 222 as allowing opt-out consent. Under
this approach, carriers would have the choice of using either opt-out or opt-in consent.*
AT&T also argued that recent amendments to Section 222 dealing with wireless location
information (47 U.S.C. Section 222(f), Pub. L. 106-81, 113 Stat. 1288) show that
Congress only intended use of opt-out consent-under Section 222(c).*® AT&T believes
that an opt-in policy is not sufficiently and narrowly tailored to overcome First
Amendment concerns and that the Commission should consider a more flexible opt-out

policy.*”

AT&T does not believe that an opt-in policy would give consumers additional
benefits. AT&T believes that opt-in approval may appear to customers to give them
more contro} than opt-out, but it does not. Under opt-out, it is the customer’s
responsibility to invoke privacy. Under other instances, i.e., caller ID and nonpublished
telephone numbers, the customer must take action in both 1nstances to obtain. pr1vacy
AT&T stated that it cannot be presumed that customer will fail to protect their privacy.*

AT&T stated that an opt-in policy would be considerably more expensive to
administer, in that 1t typically requires outbound telemarketing efforts. With additional
detailed notice requirements the costs of such telemarketing efforts could be prohibitive.
By contrast the opt-out mechanism requires the mailing of a single notice to the
consumer.”’ AT&T stated that its own experience was that when polied orally, 86% of
consumers agreed to give CPNI approval. AT&T stated that the results for opt-in
approval on a mass market basis based on written notice and approval are likely to yield
few CPNI approvals, not because customers are overly concerned about sharing of CPNI,
but because of the likelihood that inertia will keep customers from responding.

AT&T stated that sufﬁ01ency of notice is the key to allowing the customer to
make an informed choice.® AT&T stated that the narrowly tailored response to
inadequate opt-out notices is not the elimination of opt-out approval altogether, but rather
the implementation of guidelines ensuring that opt-out notices are clear and conspicuous.
AT&T also stated that the FCC does not require carriers to provide notice in a language
other than English. However, in the event any portion of a notification is translated in
another language, then all portions of the notification must be translated into that
language.”’ AT&T believes that the notice requirements adopted by the FCC are more

“ AT&T Comments at p. 3.
* AT&T Comments at p. 3.
7 AT&T Comments at p-4.
“ AT&T Comments at p. 6,
* AT&T Comments at p.6
% AT&T Comments at p. 7.
' AT&T Comments at p. 8.
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than adequate to inform consumers of their rights. A one-time notice is all that should be
required. CPNI approval once granted should be deemed permanent until withdrawn.>?

AT&T does not support a verification requirement since this would increase
carrier costs and ultimately the prices paid by consumers without enhancing privacy.

With regard to disclosure to unaffiliated entities, AT&T stated that it does not
disclose CPNI to third parties without express customer approval except to third parties
who act as agents for AT&T (e.g., billing, telemarketing, etc.), for fraud detection
purposes and as required by law.>

7. Valley Telephone Cooperative, Inc., Copper Valley Telephone, and
Valley Telecommunications, Inc.

Neither Valley Telephone Cooperative, Copper Valley Telephone nor Valley
Telecommunications Company use CPNI in their marketing activities. Marketing
materials and solicitations are utilized from time to time by each company, but such
materials and solicitations are directed to each company’s entire customer base, without
the use of customer-specific CPNI. The Companies have no plans to use CPNI in the
future.

The Companies do use CPNI on a regular basis to bill customers, to provide
customer service response and support, to add or delete services as requested, to verify
credit worthiness, to collect outstanding past due bills, to apply capital credits (in the case
of Valley Telephone Cooperative), and to perform other functions essential to the
operation of a telecommunications company.

The Companies do not voluntarily release or sell CPNI to any affiliate or non-
affiliated entity. The Companies have not allowed any third party access to a customer’s
calling patterns in the past, and they have no plans to do so in the future. There may be
circumstances under which the companies might be required to provide CPNI to law
enforcement agencies, - the courts or governmental regulatory authorities pursuant to
subpoena or court order. CPNI is not currently used in any win-back efforts. For
customer support reasons, the companies maintain historical customer data indefinitely.

The Companies stated that a single approach to the treatment and handling of all
CPNI is essential in order to simplify the administrative burden for the companies that
must comply, and to ensure that customers can easily understand their rights and
responsibilities with regard to their CPNIL.

Finally, the Companies stated that there are customers within their service areas
who do not speak English as their primary language. These customers speak Spanish and
other languages.

2 AT&T Comments at p. 10.
" AT&T Comments at p. 4.
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8. RUCO

RUCO filed Comments stating that the residential consumer has a fundamental
property and privacy interest in protecting private information that he or she must provide
to get a telephone. Arizona Jaw recognizes and protects this interest, which may be
waived only by the individual’s informed consent.

RUCO identified several harms associated with CPNI disclosure. RUCO noted
that an observer can run consumers’ call patterns through computerized screens to find
consumers with “desirable” behavior patterns.>® Only the observer’s ethic will limit the
ends and means for using the information. More importantly, a company can secretly
target the consumer without revealing how extensively these phone patterns make the
consumer’s personal life an open book. Arizona law also recognizes that some people
with an ax to %n'nd will access and use personal information to harass or harm others and
their families.”> A person’s wdentity has value that can be “stolen” and used for profit by
others.

RUCO stated that many laws protect groups that, due to professional or
circumstantial factors, have a high risk of suffering harm from such perpetrators. One
method for protecting against such intrusions is to prevent access to personal identifiers,
including the residential address or telephone number of the individual.>®

RUCO stated that since every person who uses telephone service in Arizona must
provide personal information to the phone company as a condition of having a telephone,
the personal information obtained by the company should not be disclosed for profit
without the customer’s explicit authorization. A phone company should never be allowed
to presume that a consumer has agreed to the sale of personal information merely because
the consumer has not responded to an offer by the phone company in a mailing. RUCO
likened the issue to a contract, 1.e., a notice or offer by a phone company desiring to sell a
consumer’s CPNI requires “approval” or “acceptance” by the consumer pursuant to
Section 222 and A.R.S. Section 40-202(¢)(5). RUCO believes that the First Amendment
is not involved because the regulation does not concem “speech.” Rather, the issue
concerns conduct that is sufficient to support a mutual agreement allowing a phone
company to disclose a customer’s CPNI for profit.*’

RUCO also stated that it was difficult to draw analogies with other industries
since the use of such information in other industries might be more rigorously regulated
and subject to civil and criminal penalties than for telecommunications carriers.

RUCO believes the content, labeling and title of the notice should be regulated if
the opt-out policy is mandated. RUCO stated that fewer notices might be required for an

* RUCO’s Comments at p. 2.

* RUCO’s Comments at p- 3.

* See A.R.S. Section 32-3801; A.R.S. Sections 11-483, 484: and A R.S. Section 16.253; AR.S. Sections
2§-449, 450; and A R.S. Section 40-202(c)(5).

7 RUCO’s Commnets at p. 4.

* RUCQ’s Comments at p. 5.
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opt-in system than for an opt-out system since the customer’s approval for opt-in is more
likely to be voluntary.™

RUCQO stated that the permissible use of such information should be as limited as
possible.  RUCO also stated that the profits from such use should be imputed to the
phone company for ratemaking purposes.

B. Staff Discussion and Recommendation

Under the Third Report and Order, the FCC gave State commissions wider
latitude to tailor CPNI policies to meet stated consumer concems and prevent against
harm to customers. While the FCC stated that the record before it did not support “opt-
in” 1n all instances, it acknowledged that the records developed before State commissions
might support more restrictive policies such as “opt-in” or verification requirements, and
that in such cases the States could adopt more stringent CPNI policies than those adopted
by the FCC.%°

After its review of the FCC’s Third Report and Order and the comments and data
responses submitted by the carriers and RUCO in this Docket, and public comment
received at various open meetings, Staff supports policies designed to assure informed
customer consent prior to release of the customer’s CPNI.  Staff recommends that the
Commission adopt rules setting forth its policies on carrier dissemination of CPNI in
Arizona. Highlights of the Staff’s recommendations on these policies follow.

The FCC’s Total Services Approach defines what carriers may do under 47
U.S.C. Section 222(c)(1) without customer approval. Staff concurs with the FCC that
Congress intended that a carrier could use CPNI without customer approval only when
the information 1s used in the provision of the telecommunications service from which
the information is derived, or services necessary to, or used in the provision of such
telecommunications service, including the publishing of directories. The FCC’s Total
Services Approach utilizes the three traditional service distinctions: local, interexchange
and commercial mobile radio service (“CMRS”). Under this approach, a customer’s
local exchange carrier would be able to use local service CPNI to market a call waiting
feature to them, as one of many offerings that make up local service, but would not be
able to use CPNI to market long distance or CMRS offerings, absent customer consent.
Nonetheless, this concept would allow carriers to use the customer’s entire record,
derived from the complete service subscribed to from that carrier, for marketing purposes
within the existing service relationship. In other words, the carrier’s permitted use of
CPNI would reflect the level of service subscribed to by the customer from the carrier.®!
Carriers would be able to use CPNI to market offerings that are related to, but limited by,
the customer’s existing service relationship with their carrier.

* RUCO’s Comments at p. 6.
% See Third Report and Order, at para. 70.
®! See CPNI Order at paras. 27-48.
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If the service falls outside of the customer’s existing subscribed services with the
carrier, the issue becomes one of how best to obtain the customer’s informed consent to
release of his or her CPNI. The debate has focused upon whether an “opt-in” approach
(which requires the affirmative consent of the subscriber) or “opt-out™ approach (where
consent is implied after a reasonable period) should be used? As discussed earlier, the
FCC initially adopted an opt-in approach. On remand from the Tenth Circuit Court of
Appeals, the FCC more narrowly tailored its approach to the record before it. In so
doing, it adopted an “opt-in” approach for the release of CPNI to affiliated entities that do
not provide telecommunications services and other third parties. However, it found the
“opt-out” approach was sufficient for the release of CPNI to affiliated entities that
provide telecommunications services. This would include joint venture use of CPNI by
telecommunications carriers as well as agent use (such as telemarketers) to market and
provide communications related services only.

Staff agrees with the FCC that an “opt-in” approach is justified for the release of
CPNI to affiliated entities that do not provide telecommunications services. Staff
believes that “opt-in” in this instance is also supported by the record in Arizona. As with
the record before the FCC, the record here shows that the government’s interest in
protecting consumers from unexpected and unwanted disclosure of their personal
information in CPNI is a significant one. The potential harm to consumers from
disclosure to affiliated entities that do not provide telecommunications services far
exceeds any potential harm that could be done through intracompany use with affiliates
that do provide telecommunications services. As the FCC noted, “...if a consumer’s
CPNI is disclosed to entities unaffected by section 222 and our rules, that entity can resell
or use the CPNI in any lawful way without limitation.”® “Once CPNI enters the stream
of commerce, consumers are without meaningful recourse to limit further access to, or
disclosure of, that personal information.”® In these instances the customer has a
reasonable expectation of privacy. Where the customer has contracted for the provision
of telecommunications services, it is reasonable to presume that the customer has a
reasonable expectation of privacy with regard to the dissemination of his or her CPNI to
an affiliate that does not provide telecommunications services. Staff recommends
flexibility in the manner in which customer consent is obtained in such cases, to include
written, oral or electronic consent by the customer.

While the FCC new rules allow use of the “opt-in” approach also for release to
unaffiliated third parties, Staff believes that this goes beyond a reasonable interpretation
of Section 222, and would permit dissemination in instances where it may not have been
intended.® Staff recommends that when the information is going to be released to a third
party, unrelated to the Company or the customer, that the customer be required to make
an affirmative written request to the Company which designates the third party to which
disclosure is to be made. Staff believes that this is required by Section 222(c)}2). We
agree with the FCC’s reasoning at para. 55 that the “...[h]arm to the consumer is
exacerbated by the fact that third party entities receiving CPNI have no existing business

2 See Third Report and Order at para. 54.
® See Third Report and Order at para. 54.
* The Commission has filed a Petition for Clarification with the FCC on this issue.
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relationship with the consumer and, hence, no accountability to the consumer.” The
Comments of RUCO, in particular, also identify many real harms that can result through
unintended disclosure of CPNI. Given these concerns, Staff recommends that the ACC
go further than the FCC in such instances, and require that the customer be required to
make an affirmative written request to the Company which designates the third party to
which disclosure is to be made. Staff believes that this is actually more consistent with
the practice of virtvally all telecommunications carriers in Arizona. As the above
comments by carriers indicate, most either do not release CPNI to unaffiliated entities
(which are not telecommunications carriers) or'do so only with a court order.

The other approval issue that remains is how to obtain customer approval when
the telecommunications carrier desires to disseminate the customer’s CPNI to an affiliate,
joint venture partner or independent contractor in connection with communications-
related services that are provided by the carrier (or its affiliates) individually, or together
with the joint venture partner. The FCC found that the use of opt-out was an appropriate
approval mechanism in such cases. The FCC reasoned in such cases that a large
percentage of telecommunications customers expect that carriers will use CPNI to market
their own telecommunications services and products, as well as those of their affiliates. 65
The FCC also reasoned that the potentlal privacy harm from an inadvertent approval
under opt-out is significantly reduced in the intra-company context by the carrier’s need
for a continuing relationship with the customer®™. The FCC also found that the threat of
an enforcement action would also serve as a deterrent against misuse by an entity
providing communications services.

Given the concerns expressed by consumers in Arizona at the various open
mectings, as well as the potential harm to consumers in disclosing CPNI to intra-
company affiliates outside the customer’s existing relationship with the carrier such that
the consumer would have a reasonable expectation of privacy, Staff recommends that the
Commission require the use of the more stringent “opt-in” methodology in this instance
as well.

In recommending rules that require affirmative action by the customer approvmg
the release of his or her CPNI, the Staff is mindful of the concerns expressed by carriers.
Staff does not agree, however, with those carriers which commented that CPNI is not as
sensitive as other information such as a customer’s financial information. Rather, Staff
agrees with the following characterization of CPNI from the FCC’s initial CPNI Order:

“Much CPNI, however, consists of highly personal information,
particularly relating to call destination, including the numbers subscribers
call destination, including the numbers subscribers call and from which
they receive calls, as well as when and how frequently subscribers make
their calls. This data can be translated into subscriber profiles containing
information about the identities and whereabouts of subscribers’ friends
and relatives; which businesses subscribers patronize; when subscribers

% See Third Report and Order at para. 36.
% See Third Report and Order at para. 37.
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are likely to be home and/or awake; product and service preferences; how
frequently and cost-effectively subscribers use their telecommunications
services;, and subscribers’ social, medical, business, client, sales,
organizational and political telephone contacts.”®’

Most of the carriers also expressed a concern that their costs of marketing and
administration would increase substantially if the Commission imposed an “opt-in”
requirement. Yet, many of the carriers could not quantify with any precision to what
extent costs would increase with an opt-in requirement. Additionally, Valley Telephone
Cooperative, Copper Valley Telephone and Valley Telecommunications stated that what
was important from an administration perspective, was that a single approach to the
treatment and handling of all CPNI be used. They stated that this would simplify the
administrative burden for companies that must comply, and to ensure that customers can
easily understand thetr nghts and responsibilities with regard to their CPNI.

The carriers also argued that requiring opi-in would dramatically reduce the
amount of information available to the commercial sector and would impose substantial
costs on consumers. However, AT&T’s experience refutes Qwest’s assertions in this
regard. AT&T stated that its own experience was that when polled orally, 86% of
consumers agreed to give CPNI approval.

In addition, Qwest, Sprint and Cox identified several competitive concerns with
an “opt-in” requirement. Qwest and Cox both argued that to the extent restrictive
regulations are applied to some carrier but not others, carriers are placed at a competitive
disadvantage. Staff does not believe that this is a valid concern since it 1s Staff’s
understanding that at the federal level the regulations are applied to all
telecommunications carriers, and this would be the result at the state level as well. Sprint
argued that an “opt-in” requirement would create a competitive advantage for the ILEC.
Staff disagrees and belicves that just the opposite is true. An “opt-out” requirement
would create a competitive advantage for the ILEC given the ILEC’s monopoly in the
local exchange market and the fact that Qwest still has approximately 95% of the
residential market in Arizona. Under “opt-out”, the customers’ consent would be implied
in many cases which would advantage the ILEC given their much larger customer base.

Moreover public input at the various open meetings in Arizona was
predominantly in favor of an “opt-in” requirement. Qwest itself stated in its March 29,
2002 comments to the Commission that “[t]he market, rather than the government, should
decide which approval process should be used for CPNL.” In Arizona, consumers want

“opt-in”.

Finally, Staff believes that the extensive record compiled to-date in Arizona
demonstrates that “opt-out” is not sufficient to protect consumers’ privacy concerns.
Implementation of “opt-out” in Arizona has not allowed for a knowing and informed
consent to release to CPNI by consumers, as required by 47 U.S.C. Section 222. Carrier
notices have been confusing, have been combined with other notices and in many

" CPNI Order at para. 61.
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instances have not been bilingual, even though a large percentage of Arizona consumers
are Spanish speaking. Thus Staff believes that the use of “opt-out” in Arizona has
resulted in consent being implied in many instances when it may not have been intended.

Therefore, Staff recommends that it publish proposed rules which require the use
of “opt-in”; and application of Section 222(c)(2) in instances where CPNI is to be
disseminated to an unrelated third party which does not provide telecommunications
services.

Staff also recommends that the rules contain provisions covering notice to
subscribers. Staff agrees with AT&T that the sufficiency of notice is the key to allowing
the customer to make an informed choice. Staff disagrees with others that suggest that
the form of notice need not vary depending upon whether an opt-in or opt-out
requirement is put in place, or that the Commission should rely solely on federal
requirements.  Staff also recommends that the rules contain flexible verification
requirements, so as not to be overly burdensome to the carriers.

Staff proposes that a workshop be conducted and that carriers be afforded an
opportunity to comment on Staff’s proposed rules.

Staff does not believe the Tenth Circuit’s Decision in U S West v. FCC prevents
the Arizona Corporation Commission from adopting and enforcing an opt-in program for
two reasons. Staff’s recommendations meet the requirements of the Central Hudson test
applied by the Tenth Circuit. The Commission has a substantial state interest in
regulating notice and dissemination of CPNI.  As outlined above, Arizona’s
telecommunications customers enjoy an enhanced privacy interest in the proprietary
information collected by carriers. Arizona statutes specifically empower the Commission
to pass rules requiring the written consent of telecommunications customers before
carriers may breach the confidentiality of CPNI. By passing this law the Arizona
legislature has identified the protection of CPNI as a specific privacy interest to be
protected by the rule of the Commission.

The rules recommended by Staff will directly and materially advance that interest.
Staff’s recommended rules will ensure consumers are fully informed of their CPNI rights.
The rules will require the consumer to actively waive those rights. The interest of
protecting CPNI will be directly and materially advanced by ensuring informed active
customer decisions. Staff believes its recommendations are no more extensive than
necessary to serve its interest in protecting CPNI. The alternative to an opt-in method is
the opt-out method currently employed by carriers sharing CPNI. Staff believes the opt-
out method has proven ineffective in ensuring informed decisions by customers to waive
their CPNI rights.
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IV.  CONCLUSION

Staff believes the responses to its data requests reflect substantial usage of CPNI
by carriers. All carriers questioned with the exception of Citizens and AT&T use CPNI
to some extent in their marketing efforts.

It is Staff’s opinion that the FCC’s Third Report and Order allows the
. Commission wide latitude in fashioning CPNI policies to address the concerns and harms
associated with its dissemination in Arizona, -Staff recommends that the Commission
adopt rules consistent with the discussion above. Staff proposes that it distribute
proposed rules reflective of the above discussion and that a workshop be held to obtain
the Input of carriers and interested members of the public. Staff recommends that after
the workshop is concluded on Staff’s proposed rules, and the input of interested parties is
received, revised proposed rules be distributed and the Commission commence the
formal rulemaking process.
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EXHIBIT A

Qwest’s Comments Re: CPNI
March 29, 2002

ATTACHMENT 1

Scripting on the bill envelope:

Important news about your telephone account information.

At U S WEST customer privacy has always been a priority and we
want 1o assure you that your telephone account information, such
as calling and billing records, the number of lines and features
you have and how you use them, is protected. We use this
information to provide your service, as well as to introduce fiew
products and services that are tatlored to your needs.

Recent changes in govermment regulations require that we obtain
your approval to use your telephone account information within U S
WEST for certain purposes. With your approval, we will use this
information only within the U S WEST companies, such as our
wireless, long distance, telephone equipment, and voice mail
divisions. We will not share this information outside of U § WEST
without your authorization.

Your approval will remain in effect unless you decide to change
it, which may be done at anytime by just calling us. The choice
you make will not affect the quality of your service and will have
no impact on the products and services to which you currently
subscrbe.

If you haven't give your approval, please call us at 1-800-CALLUSW
(1-800-225-5879).

PaW: W l)/
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EXHIBIT B

Account information includes details about your service, such as
how many lines youi have; feattires you may suhscribe o or se
(such as Caller 1D, Cail Wailing, and Lasl Call Relurn): Information
ahoul wireless services, if you have them; as well as calling and
billing records. For tolt calls [hat you are billed for, the information
includles the aumber Ihe call comes from, he number it goes lo
and how many minutes the call lakes.

We expect to share account information with Qwest companies,
many ot which you probably already know, These include Qwesl
Carporation {your local tejephone company}, Qwest Wirelass, Qwest
DEX {our di ivision), Qwest Commtinications Carporation
{our tong distance division), and our Inlemet operations. In the
future, we may change our struclure or enler new lines of business
{for example, we hope Lo offer interexchange fong distance services
in oLy states over the next year or lwo). As such changes happen,
we will also share account information when it helps Lo provide you
ity services, packages and promations.

You don't have ta do anything to permit us to use your infar-
mation. i you do nat want us to share account information
wilhin the Qwest family of companies, tet us know within the
next 30 days. Residential customers should call toll free
1-877-628-3732. Fer husiness custemers, contact your Qwest
representative or call the business office telephone number on your
Qwest bill. Both business and residential customers may alsg tet
us know their preferenre by using the following website:
wyargwest.com/coni. If we do not hear from you wilhin 30 days,
we'll use the account information in the ways described here. OF
course, if you change your mind in the future, you can ahvays
contact Ls to change your tecision, Whatever you decide wifl not
affect the quality of the Cwest products and services you use now
o your abifity to order new prodhicls from us in the future, But, it
may mean you are not informed of special offers or new products
or services, packaged offerings, or promottons,

Even 1Fyou nalily us not to use account information for marketing
puiposes, by law we can ant o use such information for reasons
you might expect - Lilling. collection, and prolecting ourselves and
others against urlawful acts such as fraud or theft of service. And,
your name, address and lelephone number are not generally
considered confidential account informalion. We also mingle
information togelher about groups or cateqories of services or
customers so Lhat specific customers are not identifie.

=]

i "ourse, provide your account information to anyane you
W - such as olher carriers or service providers -- so long
as - _sstcomes from you personally and is in wriling.

We also somelimes discfose account information to third
parties wio ave nat part of the Gwest famyily of companies when
required by law, wiien iU fulhers prompl and accwte delivery of
your service, or when it is comimergially reasonable o do so. S0, we
provide accourd information wlien presented wilh Jawiul demans by
requlatory agencies, subpoenas, or by law enforcement. Qwest is
also required to provide acconnt infarmation to olher caniers when
they telf us you have conssnted and Ihey need the information 1o
affer you their services. We may provide account infermation lo
companies where the "service package” involves parl of a Qwest
service (a DSL fine, for examyle) and part of another company’s
service (like Internet access), so that the service you receive wolks
despile there being lwo compasies involved. There are olher exam-
ples, also, We may provide sccount information 1o companies that
provide support services ta us (such as bilting ar accaunt manage-
menl) and to firms that have marketing agreements wilh us. We also
may disctose account information if we decide to sell a line of busi-
ness to another company, so that you can conlinue tc receive serv-
ice with as Hittle disruplion as possible.

We beligve cur information practices promote your interests and
ours. We are better able ta understand the kinds of sarvices you
have and might like to receive in the fulure. And we can limit our
contacts with you to Those times when we have procucls you may
be interested in hearing about.

Please nate: Not all of Qwest’s information practices are includ-
ed in this short notice about account information. Also, we may
make changes in the future to the way in which we share account
information internally or disclose it oulside our company. You can
learn imore about Qwest’s privacy poficies and information
practices by visiting Qwest's web site at www.qwest.com.

@ ,b%d:m 's New 928 Area Code

On June 23, 2001, the region served by Arizona's 520 area code
was spiit into two area codes: 520 and 928. Below is important
information about the new area code change.

New area code necessary. Arizona is running out of usable
telephone number prefixes in the region sarved by Lhe 520 area
code, This is happening dug lo growth and the many choices in
service provide - - ses in products and additional lines, and
the current m ‘ccating prefix numbers 1o telecommuni-
cations provio.

Area code effective date. The new 928 area code became
dialable o Jone 23, 2001, During a transition period, catlers w
abe o use vithe Yie new o vkl e code 1o complels o gall.
Mandalory use of e correct area cade beging January 5, 200

520/928 area code split. Effective June 23, 2001, the regi
served by lhe 520 area code was split into two different area
codes: 520 an 128,

* The 520 area cade will be
lept by Ajo, Benson, Bishee,
Blackwater, Bowie, asa
Blanca, Casa Grandle,
Cascabel, Coulidye, Donglas,
Eifiidla, Eloy, Hoienee,
Hayclen, Komatke, Lone
Bulte, Maricepa Villags,
Maricopa, Nogales,
Patagonia, Pearce, Portat,
Sacalon, San Manuel, San
Simon, Santa Rose, Sasabe,
Sells, Sierra Vista, Stutonic,
Sunizena, Superiar, Tombstone, Tucson,
Wes) San Simon, Whitlew, and Willcox.

* The 928 area code is being assigned to the following comy
nities, among olhers: Buliead Gity, Camp Verde, Clifton,
Cottonwood, East Kingman, Flagstaff, Gila Bend, Globe, Gran
Canyon, Kingman, Lake Havasu City, Mohave Valley, Page,
Payson, Pinetop, Prescott, Quarizsite, Safford, Serdana, Shaw
Low, Somerlon, Wickenburg, Window Rock, Winslow, and Yur

See the outside panel of this brachure for a fist of lefephone prefixes |
will have ihe new 928 area code and ihose that will keep the
520 area code.

tmpact on home service. If you have a new area codle,
nolify those who call you and make plans lo change your area
cotte on such things as stationery and checks. Alsa, you may n
to reprogramt automatic-glialers, fax machines or computer
maodems before January 5, 2002. Be sure everyone in your
houisehold knows your new area code, If you encounter probier
wilh the new area code, contact Qwest's residence repair at
1-B0D-573-1311.

Impact on businesses. All businesses should verify (hat {he
felephona equipment is capable ~* ~~mpleting calls {o the new
928 area code.

cuninued ae fside «




Lo EXHIBIT C

B. Enclose with your response an original or copy of said notification.
Please include both the initial notification to the customer and an example of
a follow-up notification. If oral notice is provided, please include a copy of
the script used.

Qwest has provided a copy of Qwest’'s {(then U S WEST) opt-in
notice, which was included on the back of customer bills from
August 1598 to April 1599 (See Qwest ACC Response, response to
Inquiry 1 and Attachment 1), as well as its December, 2001
opt-out bill imnsert (id. and Attachmeat 2},

Oral scripting is delivered along the following lines: “We
want to assure you that we protect your telephone account
information, such as your calling and billing records, the
number of lines and features you have, how you use them. We
use this information to provide your service, as well as to
introduce new products and services that are tailored to your

needs. With your approval, we make this information available
only within our Qwest companies, such as cur wireless and long
distance, and yellow page advertising companies. We will not
make it available to anyone outside of Qwest without your
consent. Please be assured your choice will not affect the
quality of service we provide you and it will have no impact on
products and services you currently subscribe to. May I have

your approval to use your account information as I have
described? If you choose ta remove your approval at a later
date, just give us a call to let us know ycu’ve changed your
mind."” :




EXHIBIT D

GENERAL TERMS AND CONDITIONS OF SERVICE

Important Notice: These General Terms And Conditions Of Service apply to all the regulated interstate
and international teiecommunications services contained in this “Service Guide and Price Guide” (*Guide"). They
may be modified or supplemented by service-specific terms conditions contained elsewhere in this Guide,
specifically, where individual services are located, or by terms and conditions contained in a written contract
between the Company and the Customer.

In the event of an inconsistency between a General Term or Conditian, a service-specific term or
condition, or a term or condition in a written contract, the relationship with the Customer will consist of the
following, in order of precedence from (1) through (3): (1) the term or condition in the written contract: (2) the
service-specific term or condition in this Guide; and (3) the General Term ar Condition.

TABLE OF CONTENTS

1. Services
A Use of Service
B. Service Limitations
C. General Provisions of Service
2. Term
A Term of Service
B. Service Cancellation or Change by Customer
C. Service Cancelfation by Company
0. Notice
E. Service Transitioning
3. Minimum Annual Volume Commitment, Underutilization and Early Termination Charges
4. Rates, Charges and Payment Terms
A, Payment Terms
B. Service Credits
C. Fraud
5. Termination
6. Disctaimer of Warranties and Limitation of Liability
7. Miscellaneous Provisions
A Tariff Cancellation
B. Changes to Guide
C. Confidential Information
D. Assignment
E. Supplemental Customer Obligations Pertaining to Customer-obtained Facilities; Security; Site

Access, and Customer Infermation
Customer Data and Privacy
Software and Documentation
Other Provisions

1. Governing Law

2. Waiver

3. Severability
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EXHIBIT D

communications services necessary for interconnecting with the Company's service
{"Facilities”). Customer is responsible for ensuring that such Facilities are and remain
compatible with service. The Company is not responsible for the availability, capacity
and/or condition of any Facilities pravided by third parties. Customer hereby grants to the
Company all licenses, waivers, consents, or registrations necessary to deliver, install, and
maintain Company-provided equipment on Customer or Authorized User premises.

.02 Security. Customer, at its expense, will take all reasonable steps necessary to preserve
and protect Company-provided equipment, software, data and systems located on
Customer's premises ar, otherwise, in Customer's contral and used in connection with
Company service, whether owned by Customer, the Company, cr a Company affiliate or
subcontractor. Customer acknowledges and agrees that the Company will not be liable,
either in contract or in tort, for any loss resulting from any unauthorized access to,
alteration of, or use of Facilities used in connection with service.

.03 Customer Site Access. Customer agrees to allow the Company and its affiliates or
subcontractors and their respective employees and agents access to Customer or
Authorized User premises at which service is being or will be provided (including access
to associated equipment).

04 Customer Information, The Customer must furnish the Company with alt information
needed by the Company to install, maintain, change or remove service including, without
limitation, circuit installation and disconnection authorization information.

Customer Data and Privacy

Customer acknowledges that the Company, its affiliates and agents will, by virtue of the provision
of service, come into possession of information and data regarding Customer, its employees and
Authorized Users. This information and data ("Customer Data") shall include, but not be limited to,
data transmissions (including the originating and destination numbers and IP addresses, date,
time and duration of voice or data transmissions, and other data necessary for the establishment,
billing or maintenance of the transmission}, data containing personal and/or private information of
Customer, its employees or Authorized Users, and other data provided to or obtained by the
Company, its affiliates and agents in connection with the provision of service. Customer
acknowledges and agrees that the Company, and its affiliates and agents, may use, process
and/or transfer Customer Data (including intra-group transfers and transfers to entities in
countries that do not provide statutory protections for personal information): (1) in connection with
provisioning of service; (2} to incorporate the Customer Data into databases controlled by the
Company and its affiliates for the purpose of providing service, administration, provisioning, billing
and reconciliation, verification of Customer identity and solvency, maintenance, support and
product development, fraud detection and prevention, sales, revenue and customer analysis and
reporting, market and customer use analysis, and (3) to communicate to Customer regarding
products and services of the Company and its affiliates by voice, letter, fax or email. Customer
may withdraw consent for such communications (or any use, transfer or processing of Customer
Data except for that required to provision, administer, bill or account for the service) by sending
written notice to the Campany. Customer warrants that it has obtained or will obtain all legally
required consents and permissions from relevant parties (including data subjects) for the use,
processing and transfer of Customer Data as described in this Section.

Software and Documentation

Software and related documentation provided by the Company to Customer in connection with
service and not otherwise subject to either a separate written contract between the Company and-
the Customer or to an accompanying shrink wrap license (collectively the “Software”) is subject to
the following:

.01 In consideration for payment of any applicable fees, Customer is granted a personal, non-
exclusive, non-transferable license to use the Software, in object code form only, solely in
connection with service for Customer's internal business purposes on Customer-owned or
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EXHIBIT E
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EXHIBIT E

Annual Privacy Notice
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COMMUNICATIONS

2000
CUSTOMER
INFORMATION

Notification of Customer Rights
Under the Cable Communications
Policy Act of 1984

Notification of Privacy Rights of Telephone
Customers

Television Equipment Compatibility Notice

e Television Picture Quality Resolution
Notification

Cox Communications

Address
City, State, Zip Code
Telephone Number
Business Hours




EXHIBIT F

NOTIFICATION OF CUSTOMER RIGHTS
UNDER THE CABLE COMMUNICATIONS
POLICY ACT OF 1884

Dear Cable and/or internet Customer:

As a customer of Cox Communications {"Cox” or "we") subscribing to catle
television services, you are entitied under the Cable Communications Policy Act of
1984 (the "Cable Act") to know the limitations impesed upon cable operators in the
collection and disclosure of personally identifiable customer information, the type of
personally identifiable information coflected, how such information is used, under what
conditions it is disclosed, the period during which it is maintained and the rights of
customers concerning access to such information and its disclosure. Cox also applies
the information palicies of this law to Internet access services to which you subscribe,

The faw and its policies reiate only to personally identifiable information. It also
applies only to information that you have furnished to us or certain information that is
transmitted over our catle facilities. Some of our services permit you ta direct
communications outside of cur system and this law does not apply to these
communications. For example, this law does not apply to information that you have
directed to third parties over the facilities of on-line providers cr over the Internet.

1. Collection and Use. To better provide you with refiable, high-caliber
service, Cox keeps regular business reccrds that contain the following types of
personally identifiable information: name, service address, billing address, home
and/or other telephone number(s), social security number or driver's license number,
premium service subscripticn information {including the mavies that you have crdered
on pay-per-view channels), and customer correspondence and communications
records. We also maintain information concerning billing, payment, security deposits
and maintenance and repairs, as well as other service-related information. For internet
access service, the cable system may automatically collect or facilitate the collection of
information on customer use of the service, including information on the choices that a
customer makes along the range of services offered, when a customer visits a site, and

how long he or she visits the site.

We collect, maintain and use this informaticon, generally to conduct business
activities related to providing you with cable television, Internet access service, and
other services, and tc help us detect theft of service. Our detailed business records are
used, and personal information contained in them disclosed, generally to help ensure
you are being properly billed for the services you receive, to send you pertinent

- information regarding your cable services, to improve the quality of the services we

provide ta you, and for other service-related activities. More specifically, this
information is used for financial, legal, tax and accounting purposes, to sell, instali,
maintain and disconnect services, to bill and collect charges for the services to which
you subscribe, to gauge customer satisfaction and improve programming and marketing
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clans, for customer mailings related to the services we offer, and tc answer questions
from you concerning your bill and services provided o you. We take all reasonatle
precautions to identify you or your authorized representative as the inquirer on your
account and to otherwise prevent unauthorized access to your account information.

Cox will not use any electronic device attached to the cable television wires for
the purpose of recording, transmitting, or observing any events or listening, recording,
or monitaring any cenversaticns which take place within your residence, work place, or
place of business without obtaining your express written or electronic consent. ‘

2. Disclosure. Cox considers the personally identifiable information
contained in our business records to be confidential and wiil not disclose it
without your prior written or electronic consent except as provided in this notice.
We may disclose this information, however, if the disclosure is necessary for rendering
or conducting a legitimate business activity related to a cable service, Internet access
service or other service Cox provides to you. Consecuently, we may, for example, from
time to time disclose information to our employees, attorneys, cutside auditors and
accountants as required, program guide distributors, coliection agencies, construction
and installation contractors, consumer and market research companies, software
vendors, and affiliated providers of Internet access services or Internet content

sServices.

Cox will not make personally identifiable information about you availatle to
government entities unless we are required to do so by court order, and we will notify
you of the court's order befare disclosing the information. Befcre the court will arder us
to disclose any perscnally identifiable information, the government entity seeking the
information must offer clear and convincing evidence that the subject of the information
is reasonably suspected of engaging in criminal activity and that the information sought
would be material evidence in the case. If a government enfity is seeking personally
identifiable information about you under these circumstances, the court must afford you
the oppariunity to appear and contest the government entity's claim.

In the event you are a customer of Cox’s High Speed Internet Access Service,
you have expressly granted permission to Cex te disclose, without prior notice to you,
information refating to your account such as the name and address assocmted with a

given IP address or e-mail account in response to:

(2)  a subpoena issued in a civil or criminal investigaticn or litigation;
(b) a civil investigative demand issued by a government entity;

(c) a court orde(;

(d) a law enforcement agency request based on emergency conditions such
as an imminent threat to life and limb or substantial damage or destruction of property.
Examples of such emergency situations would include bomb threats, kidnappings,
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extortion threats, identifying the service address of 2 suicidal party, and threats to
critical governmental or private sector computer systems and databases.

While we do not currently sell lists containing the names and addresses of our
customers ar otherwise release customer lists to third parties not facilitating our
services to you, the law permits Cox to disclose names and-addresses only of its
customers to charities, marketing crganizations or other businesses for usa in mailing
lists, telephone or mail solicitation, market research or other uses. You have the right tc
limit or prevent your name and address from Deing included on such a list. If you wish
to be exciuded from any such list, you must notify us in writing at the address listed on
the front cover of this notice.

3. Retention. Cox maintains the information in our regular business records
as long as you are a customer and for a longer time if necessary for cur business
purposes. Unless a court has asked us for access to this information, we will destroy 1t
once it 1s no longer necessary for our business purposes.

t

4. Subscriber Rights. Cox wiill make available for your examination any
personally identifiable information about you contained in our business reccords within a
reasonable period of time, and in no event later than ten (10) days after we receive your
written request to examine the information. You shall be responsibie for the cost of
copying any documents you request. We will make this information available during
normal business hours at the Cox office listed on the front cover of this notice, and will
give you an cpportunity to correct any error in the information we maintain. Section 631
of the Cable Act gives you specific rights if these provisions are violated. if you believe
that a violation of these provisions of the Cable Act has caused you harm, you may
bring a civil action for damages in United States District Court.

NOTIFICATION OF PRIVACY RIGHTS
OF TELEPHONE CUSTOMERS

Dear Telephone Customer:

Cox also has a policy to protect our telephone customer's nstwork information as
well as their identity if they request to be unlisted, unpublished or request tc have their
identity not disclosed. Cox does not provide the identity of any custemer who requests a
non-published number and does not seli any of its telephane customer information.

Cox also adheres to the Federal Communications Commissions ruies and provisions as
set forth in the 1998 Telecommunications Act which pertains to the protection of
customer proprietary information, information such as our customer's call patterns,
service features, price plans, spending profiles, call dastinations; i.e. information cn
how our customar's use cur telephene service. Cox also apglies the infermation
policies described above in the notice to cable and Internet customers, where

consistent with the telephone policy described in this notice.




Cox prides itself on its ability to provide its customers a high-level acvanced
telecommunication service, including local calling, long distance, high-speed data and
video service. As such, Cox will access your telephone service information to identify
and notify vou of new service offerings when theay become available or whan we
determine new pricing plans, which may save you money. These existing or new
services maybe offered by affiliated companies of Cox yet this information wiil not be
disclosed to third parties outside cf Cox, except as otherwise required by law. If you
prefer that Cox not access such information you may either cali or wnite Cox at the
number and address listed above. Otherwise, your consent will enable Cox to use your
information and your decision will remain in effect until you notify Cox that you wish to
gither revoke or change your existing consent. Your decision on whether to provide
consent to Cox will in no way affect the services you currently receive.

TELEVISION EQUIPMENT COMPATIBILITY NCTICE

Q: Do | need a cable converter and where can | get one?

A: Socme moedels of TVs and VCRs — especiaily older TV sets that are not “cable
ready” - may not be able to receive all of the channels offered by the cable system
when connected directly to the cable system. If your TV or VCR is not able to receive
all of the channels offered by the cable system when connected directly to the cable
system, you can ¢btain a set-top channel converter or other equipment from Cox or a
ratail store at a nominal charge to enable your TV and VCR to receive all cable
channels. Piease note that some Cox premium or Pay-Per-View channels may not be
available with a retail receiver. Also, you should know that receivers with descrambling

units are illegal to sell or use unless authorized by Cox.

Q: Will | need additional equipment?

A: Where service is received through a set-top channel convertier, you may not be
able to use special features and functions of your TV and VCR, including, but not
limited to, features that allow you to: view a@ program on one channe! while
simultaneously recording a program on another channel; record two or mere
consecutive programs that appear on different channels; and, use advanced picture
generation and display features such as "Picture-in-Picture” and channel review. Cox
may be abie to resoive these issues through the use of an additional converter or other

equipment which is avaiiable for lease upon request.

Q: Where can | g’et a remaote control?

A: Remote control units that are compatible with set-top channel converters or other
terminal equipment may be obtained frem Cox or from scurces other than Cox
Ccmmunications, such as retail outlets. A list of compatitie remote control models is

enclosed. You are encouraged to contact Cox Communications teo inquire about
1y . . . .
whether a particular remote control unit would be compatibie with your equioment.
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Please note that customer owned remaote control units may net be functional if Cox
Communications changes the set-top channel converter or other terminal devices.

COMPATIBLE TELEVISION REMOTE CONTROL MODELS
[insert manufacturer(s) and model number(s}]

TELEVISION PICTURE QUALITY
RESOLUTION NOTIFICATION

Q: Whatdoldoifl have a poor quality picture on my TV?

A:  Upon experiencing problems with the quality of television signals that you
receive, you sheould call the cable company at the telephone number listed on the front
cover of this natice. A fully-trained Customer Service Representative will do all
possible to resolve your problem over the telephone. [f this cannot be done, an
appeointment will be established to have a skilled technician come to your home in
order to resolve your reception problem. If, in your opinion, the service technician fails
to correct the reception problem, you should cail us again and we will review the
actions taken. Shouid we continue to be unable to resclve the problem to vour
satisfaction, we will inform you of our determination, and the reasans we cannct solve

the problem.,

Q: What if Cox cannot resolve my probiem?

A: Cox Communications serves multiple franchised areas. If you believe Cox has
not properly resolved your issue, please contact the applicable franchise authority at the
address and telephone number listed on your monthly cable bilf.
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=== Sprint.

Dear Valued Sprint Customer,

Sprint is committed to keeping its customérs informed. Because of changes in the industry, Sprint is
changing some of its existing rates, terms and conditions. Please read the enclosed bookiet, Sprint
Terms and Conditions of Service and Rate Changes, which reflects the updates.

Sprint would like to call your attention to the following:

® Effective July 8, 2002, Sprint is raising its Carrier Universal Service Charge (*CUSC") from 9.9% to
I 11.3%. See Section 4.1 of the enclosed booklet. - Sprint uses the CUSC ta fund its required
: contributions to the Universal Service Fund ("USF"). Federal law requires Sprint to make these -

contributions to support telecommunication services to rural customers, schools and cther entities

that the Federal Communications Commission ("FCC") designates. The FCC determines the

amount that Sprint and other carriers must pay into the USF and recently increased the percentage

factor for Second Quarter 2002 USF payments. The FCC is expected to increase the factor again

for Third Quarier 2002.

252826

For various reasans, Sprint's CUSC is higher than the FCC's contribution rate. In an environment af
increased competition and declining revenues, Sprint must ensure that it collects enough revenue
from current services to make the required USF payments. Sprint's CUSC is primarily designed ta
account for the facts that USF payments are based on Sprint's billed revenues from six months
earlier, that Sprint will not collect all of its invaiced revenues (for example, due to bad debt), and that
Sprint incurs administrative costs in collecting CUSC,

Further information about the CUSC has been available in Sprint's tarilfs and through Sprint
Customer Service. This infarmation can now also be found in the service schedules on Sprint's
website. The FCC provides information about USF charges at:

www.fee. qovicgb/phonebills/samplePhanebill.htmi

¢  Sprint respecls your privacy. Please be sure o review our privacy pclicy in Section 12 of the
enclosed booklet.

We would also like to take this opporunity to introduce you {0 some new services:

® Sprint Solutions*” includes all your locat service, our most popular calling features like Caller ID
and Call Waiting 10, plus 120 anytime domestic long-distance minutes. -

& Sprint 7¢ Anytime* long-distance plan for state-to-siate calls any time of day for a low monthiy
fee.
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Additionally, Sprint would like to make you aware af a service that allows you to protect your
telecommunications choice and your current long-distance service. By applying "line protection™ to
your Sprint long-distance account, you prevent another carrier from switching your long-distance
carrier without your permission (otherwise known as slamming). You may apply line protection to your
local long distance or your state- to- state lang distance, or both, and it's a free service. If at any time
you wish to make a carrier change, you may easily remove line protection by contacting your local
phone company. To protect your Sprint accaunt and your rates, calt Sprint today.

If you require additional information regarding Sprint's rates, terms ar conditions, please visit our weh
sile www.sprint.com/ratesandconditions! or call 1-888-723-8010. For information aboul the abiove
services and other Sprint products and services visit: www.sprint.com/local

As always, we thank you for your business and remain committed to providing you with the same high
standard of service - for all yaur communications needs.

Sincerely,

i M@@Q
Danie! Alcazar

Assistant Vice President, Mass Markets Organization
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MERCHANTABILITY ANO FITNESS FOR A PAATICULARA PURPOSE.
SPRINT ALSC MAKES NO WARAANTY THAT THE SERVICES WILL

BE UNINTERRUPTED OR ERRQR-FREE. YOU MAY NOT RELY ON
STATEMENTS OF WARRANTY ABQUT SPRINT'S SERVICES; SUCH
STATEMENTS ARE NGT AUTHURIZED BY SPRINT AND ARE NOT A
WARRANTY BY SPRINT.

9.3. Exclusions. Spriat is not liabie for claims or damages from:

A. your or yaur Authorized Users’ fault, negligence or failure ta

perform your responsibilities;

B. third party claims against you that arise out of your ar yaur
Authorized Users’ use of the Services;

C. claims for third party acts or omissians;

D. your or your Authorized Users’ acts or omissions;

£. the acts ar omissions of any non-Sprint entity furnishing equipment,
services or facilities for use with Serviges; )

F. claims fram a breach in the privacy or security of communicatians
tfransmitted aver Sarint's network, unless caused by some act or
omission of Sprint;

G. claims due to fraudulent or unauthorized use of the Services provid-
ed ta yau, or unauthorized use of yeur telephone facilities to place cails
on the Sprint netwark; or

H. a prablem with the inierconnsaction af Sprint’s Services with the
services or equipment of same ather party.

10. YOUR LIABILITY

You will indemnity, defend and hold Sprint harmless from all claims and
demands by third parties for loss or damages arising out of the use of
Services by you or your Autharized User, including but not fimited to:
claims of likel, slandes, or the infringement of copyright; claims for the
unautharized use of any rademark, trade name, or service mark arising
from the materia) transmitted over the Services; claims af infringement
of patents arising fram, combdining with, of using in cannection with, the
Services, any apparatus and ar systems furnished by yoit or your
Authorized User; and all ather claims arising out of any act or amission
of you or your Autharized User in connection with the Services.

11, INTERNATIONAL SERVICES

11.3. Foreign Carries Restrictions, Foreign carriers or regulatary
agencies may impose, upon the portion of the end-te-end international
service or facilities they pravide, certain limitations or restrictions that
may limit your ability or that of your Authorized Users ta use the Sprint
Services. You or your Authorized User must canform to any limitations
or restrictions imposed by the foreign carriers or agencies.

11.2. Foreign Carrier Acts or Qmissions,

A. When other U.S. or foreiyn carriers and Fareign Telecommunications
Administrations use facilities ta establish conaections ta points not
reached by Sprint’s facilities, Sprint is nat liable for acts or omissions of
other carriers or Foreign Telecammunications Administratians.

B. International cails are priced on the basis af the cauntry and city
codes dialed by you. When the facilities of other U.S. or fareign carriers
are used in establishing connectians ta points nat reachad by Sprint's
facilities, Sprint is not liable for refunds or damages if thase calls do nat
termingte in the cauntry, city, ar area cades normally associastad with
the called number.

12. PRIVACY

12.1. Infermation Oblained Online. Sprint's privacy policy governing
information about you that Sprint abtains over the Internet is at
wiww.sprint.com.

122, Customer Prepristary Network Information. As Sprint provides
Services o you, we develop informatina about the guantity, technical
canfiguration, type, destination, amount af Services yau use and ather
infermation found on your bil {“Custormer Informatien™). Under federal
law, you have a right, and Sprint has a duty, 1o protect the confidentiality
of your Customer tnformation. In arder to serve you in the mast
etfective and efficient manner, Sprint may use or share your Custamer
Informatioa with others in the Sprint family of companies for purpases
af determining and offering other Sprint products and services that may
interest you. However, if at any time you so desire, we will not use your
Customer Information to offer you products and services that are
unrelated to the Services yau currently receiva from Speint, If you
wauid prefer that Sprint not use vour Custemer Information far this
purposg, please call 1-838-212-2145. {For TTY users wha are desi or
hard af hearing, diat 1-800-877-8973 to contact'a TTY operatar. Request
the TTY operator to diai 1-888-212-2145 and notify Sprint that you do not
want Sprint to use your Customer Information.) Rest assured that your
decision will have no impact on yaur cucrent Sprint services and that
we will never provide your Custamer Information ta campanies autside
the Sariat family unless you autharize us in writing to do sa.

123. Use of Recording Devices

A. Sprint's Services are not adapted to the use of recarding devices.

It you use such devices to record your conversations, ar for other
purposes, you do so 3t your awn risk.

B. You may use a recording device to record your conversations only
if you comply with atf applicable Jaws and regulations, inziuding the
fallowing requirements prescribed by the Federal Communications
Commissian:

1. prior to the conversation taking place, you abtain the written or
verbal conseant af all parties to the conversation that the coaversation
is being recorded, or you notify each person on the call at the
beginning af the cait that you are racording the ca!l (you must

record this notificaticnl; or

2. you usa a distinctive recorder tone, repeated at intervals af
approximately 15 seconds, to alert all parties 1o the conversation that
a recording device is heing used.

C. These FCC requirements do not apply 10 recording incoming calls
made to emergency telephane number {such as 311) and responsive
outgoing calls; to cails mada to or lrom selevant government agencies
in emergencies; 1o calls made for illegal purposes such as bomb
threats; kidnap ransom requests and calls made in respanse; ta calls
mate by the United States Secret Service of the Department of the
Treasury concerning the safety and secunty of the person of the
President af the United States, members of the Presidents immediate
family, or the White House and White House grounds; or to calls
alicwed ta be recorded pursuant to court order.

12.4. Caller 1D, Sprint’s provision of Caller {0 Service, including

—o—




