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ARIZONA CORPORATION COMMISSION STAFF’S
THIRD SET OF DATA REQUESTS (REVISED)
TO TELECOMMUNICATIONS COMPANIES
DOCKET NO. RT-00000J-02-0066 (CPNI)
DECEMBER 29, 2005

STF 3.1 Please indicate whether any unaffiliated company(s) or individual(s) have
obtained copies of any individual customer CPNI of your Company or any of its
affiliates through opt-in approval.

STF 3.2 If your response to Question 1 is “yes”, please provide the names of all
unaffiliated companies that have obtained copies of any individual customer
CPNI of your Company or any of its affiliates through opt-in approval.

STF 3.3  For each company listed in your response to Question 2, please indicate what the
unaffiliated company intends to use the individual customer CPNI for.

STF 3.4 For each company listed in response to Question 2 above, please indicate the
number of individual customer CPNI records that the unaffiliated has access to?

STF 3.5 Please indicate whether any unaffiliated company(s) have obtained copies of any
individual customer CPNI of your Company or any of its affiliates without
obtaining opt-in approval.

STF 3.6 If your response to Question 5 is “yes”, please list the unaffiliated company(s)
that you are aware of that have obtained copies of any individual customer CPNI
of your Company, or any of its affiliates without obtaining opt-in approval.

STF 3.7 For each company listed in your response to Question 6, please indicate if the
unaffiliated company is offering the individual customer CPNI for sale to the
public?

STF 3.8  If your response to Question 5 is “yes”, and for each unaffiliated company listed
in Question 6, please indicate how the unaffiliated company(s) obtained the
individual customer CPNI of your Company or any of its affiliates?

STF 3.9 For each company listed in your response to Question 6, please indicate
approximately how many individual customer CPNI records were unlawfully
obtained by the unaffiliated company.




ARIZONA CORPORATION COMMISSION STAFF’S
THIRD SET OF DATA REQUESTS (REVISED)
TO TELECOMMUNICATIONS COMPANIES
DOCKET NO. RT-00000J-02-0066 (CPNI)
DECEMBER 29, 2005

STF 3.10

STF3.11

STF 3.12

STF 3.13

For all of the companies listed in your response to Question 6, please indicate
what steps you have taken to get the unlawfully obtained individual customer
CPNI records back into your possession.

If your Company has filed a complaint or requested an injunction by a court,
please provide copies of all briefs that your company and the defendant
unaffiliated company filed; along with a copy of any court order.

If your answer to Question 5 was yes, please indicate with specificity what steps
you have instituted internally at your Company to ensure this sort of breach does
not occur again in the future?

Please refer to the attached news releases in responding to A through E.

A. Has your Company experienced any breaches of security of this nature that
you are aware of?

B. Please describe how any such breaches involving your Company are
occurring.

C. Please indicate whether you have done any investigations to determine
whether your Company’s CPNI is being sold on any websites.

D. If your response to question “C” is no, please indicate why you have not done
any such investigation.

E. Please indicate how you intend to prevent such breaches in the future.




. Telecommunications Reports - 10/01/03

« New Jersey Court Bars Company From Selling V.erizon Records

The Superior Court of New Jersey for Somerset County has barred 2 Tennessee compemy from
accessing and selling Verizon Wireless clients' private phone records.

According to Verizon, Source Resources, Inc., advertised on its Web site that it had the capability to
obtain confidential wireless telephone records, for which it charged a fee. Verizon says it filed the
lawsuit after a client charged that Source had gotten access to his confidential wireless phone records
without his permnission. Verizon sued Source, seeking to bar the company from acquiring, possessing, or
selling confidential customer account information without a court erder or the client's consent.

Superior Court Judge Harri et Derman bomp lied and ordered a permanent injunction against Source
after the two companies reached a settlement requiring Source to surrender the documents of its

transactions involving Verizon customer records, as well as information as to how it obtained the
records.




Markey Calls on FCC, FTC To Protect Subscriber Records

Rep. Edward J. Markey (D., Mass.), fhe ranking member on the House Energy and Commerce .

~ Committee's telecommunications and the Internet subcommittee, has asked the FCC and the Federal

Trade Commission to act to halt the sale of mobile phone subscribers' records.

Rep. Markey wrote FCC Chairman Kevin J. Martin and FTC Chairman Deborah P. Majoras recently
in the wake of news reports on the commercial availability of consumer phone records, including Web -
sites that sell records for as little as $89.95.

"t is ILLEGAL to disclose this information without the approval of telephone subscribers," said
Rep. Markey. "The privacy of American citizens is priceless - the phone records of consumers should

- not be commodities for sale in any cyberspace bazaar."

J

In addition to asking the FCC and FTC to act to halt the practice of selling phone records, Rep.
Markey wants the agencies to detail what rules carriers must follow to protect such information.

Carriers such as Verizon Wireless have secured injunctions agdinst companies that sell phone

- records.

On another front, the Electronic Privacy Information Center recently asked the FCC to initiate_ a
proceeding in an effort to create stricter security standards to prevent the release of consumer proprietary
network information.

12/7/2005




. Manager of Regulatory Affairs
Manager of Regulatory Affairs AboveNet Communications, Inc.
1-800-Reconex, Inc.

. Attn: Tax Dept
%Ii%%ah;((iiu(s)nﬁalgz;g’; ; ue 360 Hamilton Avenue 7th Floor
’ White Plains, NY 10601

Manager of Regulatory Affairs
Accipiter Communications, Inc.
2238 W. Lone Cactus Drive
Suite 100

Phoenix, AZ 85027

Manager of Regulatory Affairs
ACN Communications Services, Inc.
32991 Hamilton Court

Farmington Hills, MI 48334

Manager of Regulatory Affairs

American Fiber Systems, Inc. Manager of Regulatory Affairs
100 Meridian Centre Arizona Telephone Company
Ste. 250 P.O. Box 5158

Rochester, NY 14618 Madison, WI 53705

Manager of Regulatory Affairs Manager of Regulatory Affairs
AT&T Communications of the Mountain States CenturyTel

6554 S. Zeno Ct. P.O. Box 4065

Auroa, CO 80016 Monroe, LA 71211

Manager of Regulatory Affairs Manager of Regulatory Affairs

; C12, Inc.
fg(r)l gﬁe : Sc;llu ]t;;r;sé LLC 200 Galleria Parkway
ot Suite 1200

Monroe, LA 71203 Atlanta, GA 30339

_




Manager of Regulatory Affairs
CityNet Arizona, LLC

113 Platinum Dr.

Bridgeport, WV 26330

Manager of Regulatory Affairs
Comm South Companies, Inc.
8035 E. RL Thronton

Ste. 410

Dallas, TX 75228

Manager of Regulatory Affairs
Copper Valley Telephone, Inc.
752 E. Maley

Willcox, AZ 85643

Manager of Regulatory Affairs
Covista, Inc.

721 Broad St.

Ste. 200

Chattanooga, TN 34702

Manager of Regulatory Affairs

Cypress Communications Operating Company,

Inc.

15 Piedmont Center
Ste. 100
Atlanta, GA 30305

Manager of Regulatory Affairs

Cogent Communications of Arizona, Inc
1015 31st St. N.W.

Washington, DC 20007

Manager of Regulatory Affairs

Computer Network Technology Corporation
60000 Nathan Ln

Minneapolis, MN 55442

Manager of Regulatory Affairs
Covad Communications Company
3420 Central Expressway

Santa Clara, CA 95051

Manager of Regulatory Affairs
Cox Communications

1550 W. Deer Valley Rd.

MS DV3-10

Phoenix, AZ 85027

Manager of Regulatory Affairs
DSLnet Communications, LLC
543 Long Wharf Dr.

5th Floor

New Haven, CT 06511




Manager of Regulatory Affairs
Electric Lightwave, Inc

4 Triad Center

Ste. 200

Salt Lake City, UT 84180

Manager of Regulatory Affairs

Eschelon Telecom of Arizona Corporation
Commission 730 Second Avenue South
Ste. 900

Minneapolis, MN 55402

Manager of Regulatory Affairs
Frontier Citizens Utilities Rural
4 Triad Center

Ste. 200

Salt Lake City, UT 84180

Manager of Regulatory Affairs
Global Crossing Local services
1080 Pittsford Victor Rd.
Pittsford, NY 14534

Manager of Regulatory Affairs
Granite Telecommunications, LLC
234 Copeland St.

Quincy, MA 02169

Manager of Regulatory Affairs
Ernest Communications, Inc.
5275 Triangle Pkwy

Ste. 150

Norcross, GA 30092

Manager of Regulatory Affairs

France Telecom Corporate Solutions, LLC
2300 Corporate Park Drive

Mailstop SP0606

Herndon, VA 20171

Manager of Regulatory Affairs

Frontier Communications of the White Mountains
4 Triad Center

Ste. 200

Salt Lake City, UT 84180

Manager of Regulatory Affairs

Global Crossing Telemanagement, Inc.
1080 Pittsford Victor Rd.

Pittsford, NY 14534

Manager of Regulatory Affairs
GTC Telecom

3151 Airway Avenue

Suite P-3

Costa Mesa, CA 92626




Manager of Regulatory Affairs
ICG Telecom Group, Inc.

161 Inverness Drive West
Suite 100

Englewood, CO 80112

Manager of Regulatory Affairs
Intermedia Communications, Inc.
201 Spear St.

9th Floor

San Francisco, CA 94105

Manager of Regulatory Affairs
KMC Data LLC

1755 North Brown Rd.
Lawrenceville, GA 30043

Manager of Regulatory Affairs
Level 3 Communications, LL.C
1025 Eldorado Blvd.
Broomfield, CO 80021

Manager of Regulatory Affairs

McLeodUSA Telecommunications Services, Inc.
6400 C Street

P.O. Box 3177

Cedar Rapids, IA 52406

Manager of Regulatory Affairs
IDT America, Corp

520 Broad Street

Newark, NJ 07102

Manager of Regulatory Affairs
Ionex Communications North, Inc.
2020 Baltimore Avenue

Kansas City, MO 64108

Manager of RegulatoryAffairs
KMC Telecom V, Inc.

1755 N. Brown Road
Lawrenceville, GA 30043

Manager of Regulatory Affairs
MClImetro

201 Spear St.

9th Floor

San Francisco, CA 94105

Manager of Regulatory Affairs
Midvale Telephone Exchange, Inc.
P.O. Box 7

Midvale, ID 83645




Manager of Regulatory Affairs
Mountain Telecommunications, Inc.
1430 W. Broadway

Ste. 206

Tempe, AZ 85282

Manager of Regulatory Affairs
New Access Communications LLC
801 Nicollet Mall

Ste. 350

Minneapolis, MN 55402

Manager of Regulatory Affairs

North County Communications Corporation
3802 Rosencrans

Ste. 485

San Diego, CA 92110

Manager of Regulatory Affairs
OnFiber Carrier Services, Inc.
11921 N. Mopac Expressway
Ste. 100

Austin, TX 78759

Manager of Regulatory Affairs
Qwest Communications Corporation
1801 California St.

Room 1240

Denver, CO 80202

Manager of Regulatory Affairs
Navajo Communications Company
4 Triad Center

Ste. 200

Salt Lake City, UT 84180

Manager of Regulatory Affairs
New Edge Networks

3000 Columbia House Blvd.
Ste. 106

Vancouver, WA 98661

Manager of Regulatory Affairs
Ntera, Inc.

1020 N W 163rd Drive
Miami, FL. 33169

Manager of Regulatory Affairs
Pac-West Telecomm, Inc.
1776 W. March Ln.

Ste. 250

Stockton, CA 95207

Manager of Regulatory Affairs
Quest Corporations

4041 N. Central Avenue

11th Floor

Phoenix, A 85012




Manager of Regulatory Affairs

Rio Virgin Telephone & Cablevision
P.O. Box 1285

Estacada, OR 97023

Manager of Regulatory Affairs
SBC Long Distance

5850 W. Las Positas Blvd.
Pleasanton, CA 94588

Manager of Regulatory Affairs

Southwestern Telephone Company, Inc.

P.O. Box 5158
Madison, WI 53705

Manager of Regulatory Affairs
Table Top Telephone Company
600 N. Second Ave.

Ajo, AZ 85321

Manager of Regulatory Affairs
TCG Phoenix

6554 S. Zeno Ct.

Aurora, CO 80016

Manager of Regulatory Affairs
Rural Network Services, Inc.
2205 Keithley Creek Rd.

P.O. Box 217

Midvale, ID 83645

Manager of Regulatory Affairs

South Central Utah Telephone Association, Inc.
P.O. Box 555

Escalante, UT 84726

Manager of RegulatoryAffairs

Sprint Communications Company, LP
6391 Sprint Parkway

MS:Z2400

Overland Park, KS 66251

Manager of Regulatory Affairs
Talk America, Inc.

6805 Route 202

New Hope, PA 18938

Manager of Regulatory Affairs
Telscape Communications, Inc.
606 E. Huntington Dr.
Monrovia, CA 91016




Manager of Regulatory Affairs

Time Warner Telecom of Arizona, LLC

10475 Park Meadows Dr.
Ste. 400 Littleton, CO 80124

Manager of Regulatory Affairs

Trans National Communications International, Inc.

2 Charlesgate West
Boston, MA 02215

Manager of Regulatory Affairs
Universal Access of Arizona, Inc.
200 S. Wacker Dr.

Ste. 600

Chicago, IL 60606

Manager of Regulatory Affairs

Valley Telephone Cooperative, Inc.

752 E. Maley
Willcox, AZ 85644

Manager of Regulatory Affairs
Verizon Avenue

Two Conway Park

150 Field Dr.

Ste. 300

Lake Forest, IL 60045

Manager of Regulatory Affairs
TMC Communications

820 State St.

Fifth Floor

Santa Barbara, CA 93101

Manager of Regulatory Affairs
Trinsic Communications, Inc.
601 South Harbour Island Blvd.
Ste. 220

Tampa, FL 33602

Manager of Regulatory Affairs
Valley Connections, LLC

P.O. Box 970

Wilcox, AZ 85644

Manager of Regulatory Affairs

Vartec Telecom / Clear Choice Communications
2440 Marsh Ln.

Carrollton, TX 75006

Manager of Regulatory Affairs

Verizon California Incorporated

112 S. Lakeview Canyon Road - -CA501GC
Thousand Oaks, CA 91362

_



Manager of Regulatory Affairs
Verizon Select Service, Inc.
6665 N. MacArthur Blvd.
HQKO02D84

Irving, TX 75039

Manager of Regulatory Affairs
Wilshire Connection, LLC
633 West Street

56th Floor

Los Angeles, CA 90071

Manager of Regulatory Affairs
WLNIL LLC

One Technology Center

Mail Drip: TC-7B

Tulsa, OK 74103

Manager of Regulatory Affairs

Xspedius Management Co. Switched Services,

LLC
14405 Laurel P1.

Ste. 200
Laurel, MD 20707

Manager of Regulatory Affairs
Vycera Communications, Inc.
12750 High Bluff Drive

Ste. 200

San Diego, CA 92130

Manager of Regulatory Affairs
WilTel Communications, LLC
One Technology Center,

Mail Drop: TC13B

Tulsa, OK 74103

Manager of Regulatory Affairs

Xspedius Management Co. of Pima County, LLC
14405 Laurel P1.

Ste. 200

Laurel, MD 20707




