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CUSTOMER PROPRIETARY NETWORK FILING OF COMMENTS OF
INFORMATION (“CPNI”) BY VERIZON CALIFORNIA INC.
TELECOMMUNICATIONS CARRIERS

Verizon California Inc., (“Verizon”) submits these comments to the Proposed CPNI Rules
that were attached as Exhibit A to Decision No. 67355. Verizon’s principle concern with the rules as
they are proposed is the lack of consistency with the rules established by the Federal
Communications Commission (“FCC). Verizon is particularly opposed to the opt-in requirement
where the information is to be shared with affiliates providing noncommunications-related services
and third parties, as well as the verification process that is required under thé opt-out provision,
which applies to information that is shared with affiliates, agents, joint ventures or independent
contractors marketing communications- related services. The federal rules have been working
successfully for several years, and therefore Verizon contends that this Commission should either
amend the proposed rules to mirror the federal rules or refrain from promulgating rules that conflict

with the FCC rules.

Inconsistent Regulation

Verizon concurs with the comments of Qwest, MCI, Sprint and others in this docket who have
opposed the promulgation of Arizona CPNI rules that are inconsistent with the rules established by
the FCC. Verizon offers telecommunications services in a number of states, making the need for

congruent regulation critical. Verizon has filed a Petition for Reconsideration at the FCC that asserts




that all state regulations of CPNI that are inconsistent with the federal CPNI rules, including any state
rules that adopt an opt-in requirement, should be preempted. Verizon has attached a copy of that
Petition as Exhibit A and incorporates its arguments therein by reference in this Docket.

Conflicting regulation among the states poses unnecessary inefficiencies and costs for multi-
state carriers. Individual states can be assured that the positions of all interested parties have been
reviewed and considered in the inquiry that has occurred at the federal level. The FCC has conducted
a thorough review of its CPNI rules and policies, and through its rulemaking process, received
comments from every segment of the telecommunications market, including incumbent local
exchange carriers, competitive local exchange carriers, state regulators, consumer advocates and
marketing professionals. There are no remaining issues that are unique to Arizona; the FCC has
scrutinized the issues of customer privacy and protection from all aspects. Additionally, based on the
input provided at the numerous public comment hearings held by this Commission, it appears that
Arizona consumers have no significant concerns about CPNI protection. The federal rules are
working; no further regulation from this Commission is necessary.

The FCC has recognized that CPNI cannot be separated into different interstate and intrastate
components. When states institute CPNI standards that are inconsistent with federal regulations,
carriers such as Verizon, who utilize national or regional marketing strategies, cannot apply those
standards to just the CPNI associated with intrastate products or services. To separate “interstate”
from “intrastate” CPNI would be a sighiﬁcant expense, if not operatiqhally impossible. For
example, Verizon’s systems do not distinguish between the portions of CPNI that are related to
interstate versus intrastate services. Under these proposed rules, Arizona customers face increased
telecommunications costs, as the expense of the implementation of this unnecessary regulation will
have to be recovered from the Arizona customers. Verizon asserts that this approach is not in the best

interest of the public and that privacy concerns have been effectively addressed at the federal level.

Improper “Opting” Provisions

Verizon emphatically opposes the opting provisions that are proposed in this Docket. The

Proposed Rules require Arizona customers to opt-in where information is to be shared with affiliates
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providing non-communications related services and third parties. In addition, for information that is
shared with affiliates, agents, joint ventures or independent contractors marketing communications-
related services, the rules purport to allow for an opt-out approach. However, the methodology
proposed for the opt-out provision requires a carrier to verify a customer’s choice to opt-out in
writing within one year of the sending the opt-out notice. This approach, in effect, is a protracted
opt-in process that is unworkable and burdensome.

As aresult of its rigorous examination of CPNI issues, the FCC has ultimately concluded that
an opt-in approach for intra-company communications violated the First Amendment and recognized
that carriers needed flexibility in their communications to their customers.' Additionally, the District
Court of Washington, which examined the constitutionality of a Washington Utilities and
Transportation regulation related to CPNI, made a similar finding that CPNI regulations are
restrictions on speech. The Court held that an opt-in regulation, not unlike the one proposed in this
Docket, was found to be too restrictive, noting that there were other means available to achieve
customer privacy that had less impact on freedom of speech. The Arizona Commission should require

no more onerous requirements than what the FCC has required.

Conclusion

In light of the fact that there has been no compelling evidence that either consumers have
concerns regarding CPNI or that customer privacy has been compromised, duplicative and
burdensome regulation is unwarranted. Verizon urges this Commission to either modify the proposed
rules to reflect the federal CPNI regulatory requirements or simply close its examination of customer

privacy issues by concluding that no additional regulation is necessary at the state level.

! See Implementation of the Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information; Third Report and Order and Third Further Notice of
Proposed Rulemaking, CC Docket No. 96-115, FCC 02-214 (rel. July 25, 2002) (“Third CPNI Order™), paragraph 1.

2 Verizon Northwest, Inc. v. Showalter, Civil Docket No. CO2-234R, (D, Wash. Issued Aug. 26, 2003). A copy of this
court order is attached as Exhibit B for the Commission’s convenience.
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DATED this 20th day of January, 2005.

VERIZON CALIFORNIA, INC.

o S B

Deborah R Scott

Kimberly A. Grouse

Snell & Wilmer

One Arizona Center

400 East Van Buren

Phoenix, AZ 85004-2202

Attorneys for Verizon California, Inc.
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Foregoing filed this 20" day of January,
2005, with:

Docket Control

Arizona Corporation Commission
1200 West Washingfon Street
Phoenix, Anizona 85007
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this 20" day of January, 2005, to:

Maureen Scott

Legal Division

Arizona Corporation Commission
1200 West Washington

Phoenix, Arizona 85007

Emest Johnson, Director

Utilities Division

Arizona Corporation Commission
1200 West Washington

Phoenix, Arizona 85007

Lyn Farmer

Chief Admnistrative Law Judge
Arizona Corporation Commission
1200 West Washington

Phoenix, Arizona 85007
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1200 West Washington
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20" day of January, 2005, to:

Timothy Berg

Fennemore Craig, PC

3002 North Central Avenue
Suite 2600

Phoenix, Arizona 85012-2913

Joan S. Burke

Osbom Maledon, PA

2929 North Central Avenue, Suite 2100
Phoenix, Arizona 85012-2794

Michael W. Patten

Roshka Heyman & DeWulf, PLC
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400 East Van Buren Street, Suite 800
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Gregory Kopta

Davis Wright Tremaine

2600 Century Square
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Seattle, Washington 98101-1688

Mary B. Tribby
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Before the
Federal Communications Commission
Washington, D.C, 20554

In the Matter of

Implementation of the Telecommunications CC Docket No. 96-115

Act of 1996;

Telecommunications Carriers’ Use of
Customer Proprietary Network Information
And Other Customer Information

VERIZON’S' PETITION FOR RECONSIDERATION
OF THIRD REPORT AND ORDER IN CC DOCKET NO. 96-115°

Introduction

Verizon respectfully requests that the Commission reconsider its order to make clear that
all state regulations of customer pfopn'etary network information (“CPNI”) that are inconsistent
with the federal CPNI rules, including any state rules that adopt an opt-in requirement, are
preempted. Pursuant to Section 222, the Commission set forth a comprehensive national CPNI
policy that balances competing concerns about customer privacy, competition in the
telecommunications marketplace, and carriers’ First Amendment rights. The Commission has
recognized that CPNI inherently is jurisdictionally mixed — that is, it cannot be separated into
different interstate and intrastate components. Thus, when states institute CPNI standards that
are inconsistent with federal regulations, carriers cannot apply those standards to just the CPNI
associated with intrastate products and services. The net effect is that carriers must either

operate under the stricter standard (thus allowing states’ CPNI policy to trump federal policy in

! The Verizon telephone companies (“Verizon”) are the local exchange carriers

affiliated with Verizon Communications Inc., and are listed at Appendix A.

2 See Implementation of the Telecommunications Act of 1996 Telecommunications

Carriers’ Use of Customer Proprietary Network Information and Other Customer Information;
Third Report and Order and Third Further Notice of Proposed Rulemaking, CC Docket No. 96-
115, FCC 02-214 (rel. July 25, 2002) (“Third CPNI Order”).




those states that have adopted inconsistent CPNI regulations), or abandon use of CPNI
altogether. This is contrary to the Congressional goal of uniform national CPNI regulation
embodied in Section 222. /

In addition, the Commission’s policy of reviewing and preempting state regulations on a
case-by-case basis also infringes carriers’ First Amendment rights. The Commission has often
recognized that it has an obligation to construe the Act in such a way as to avoid constitutional
infirmities. In this case, however, the Commission’s order would allow states in the first
instance to adopt CPNI regulations that the Commission has expressly found would not pass
constitutional muster. Thus the Commission is allowing states to construe the Act in a way that
violates the First Amendment. This fact, combined with the Commission’s own standardless
discretion to review and preempt regulations on a “case-by-case” basis, constitutes an
infringement of First Amendment rights by the Commission itself.

For all these reasons, Verizon respectfully requests that the Commission reconsider its
order, and preempt state regulations that purport to impose burdens on CPNI that are inconsistent
with federal CPNI rules.

I Background — The Commission’s Failure to Preempt in the Third CPNI Order

In the Third CPNI Order, the Commission adopted an “opt-out” rule for intra-company
use of CPNI to market communications-related services to their customers. Third CPNI Order,
944. This decision brought naﬁonal policy in line with the Tenth Circuit decision, which had

vacated, on First Amendment grounds, that portion of the Second CPNI Order that had required

? Carriers do not need to obtain express customer approval in order to use CPNI to
market services of the same type already subscribed to by customers, or that are used in or
necessary to the provision of the same type of services (known as “in-bucket” services). This is
called the “total services approach.” Opt-out approval is required before a carrier can use CPNI
to market different types of services than those subscribed to by the customer — i.e., those that are
“out-of-bucket.” Third CPNI Order, § 140.




opt-in approval before carriers could use their own CPNI to market out-of-bucket services. See
U.S. West, Inc. v. FCC, 182 F.3d 1224 (10" Cir. 1999).

In recognizing that an opt-out rule would balance First Amendment concerns with
customers’ privacy interests, the Commission noted that “[c]arriers have demonstrated on the
record that use of CPNI to develop . . . targeted offerings can lower costs and improve the
effectiveness of customer solicitations.” Third CPNI Order, § 41. The Commission also
recognized that allowing carriers to more broadly use CPNI would likely benefit customers by
allowing for more targeted marketing campaigns. “Enabling carriers to communicate with
customers in this way is conducive to the free flow of information, which can result in more

efficient and better-tailored marketing and has the potential to reduce junk mail and other forms

‘of unwanted advertising.” Id. §35. Thus, the Commission recognized that “consumers may

profit from having more and better information provided to them, or by being introduced to
products or services that interest them.” Id.

Despite the fact that the Commission articulated a comprehensive regime for regulating
CPNI, in the Third CPNI Order it stated that it would not presumptively preempt inconsistent
state CPNI regulation. Rather, the Commission held that it would “exercise preemptioh
authority on a case-by-case basis.” Third CPNI Order, 69. Although the Commission
recognized that it “might still decide that such [state] requirements could be preempted,” the

Commission declined “to apply an automatic presumption that they will be preempted” and

" theorized that states “may” find additional evidence or balance First Amendment concerns

differently than the Commission. Zd. 9 71.




I The Commission Must Preempt More Restrictive State Regulation of CPNI

In response to the Tenth Circuit decision, the Commission conducted an exhaustive
review of its CPNI rules and policies. The Commission received comments from every corner of
the industry, including carriers, marketing experts, state and local regulators and consumer
groups. Based upon this evidentiary record, compiled from nationwide sources, the Commission
ultimately concluded that it could not, consistent with the First Amendment, adopt an opt-in
regime for intra-company communications. As Chairman Powell explained, “despite the
laudable efforts of the parties to generate such an empirical record, not to mention our own
efforts, no more persuasive evidence emerged that would saﬁsfy the high constitutional bar set
by the court.”

Although the Commission expressly found that an “opt-in” CPNI regime would violate
the First Amendment, it declined to expressly preempt state regulators from enacting more
restrictive CPNI regulations. Instead, the Commission elected to exercise its preemption
authority on a case-by-case basis, reasoning that states might be able to enact more restrictive
CPNI regulations based on “different records.”

Emboldened by the Commission’s inaction, several states have proposed new CPNI rules
that are more restrictive than, and inconsistent with, the Commission’s regulations. Those rules

are expressly designed to be an exercise in reverse preemption, and to override the federal statute

and the FCC’s rules. For example, the state of Washington has proposed regulations that

4 The Commission concluded that, “[i]n formulating the required approval
mechanism . . . [opt-out], we carefully balance[d] carriers’ First Amendment rights and
consumers’ privacy interests so as to permit carriers flexibility in their communications with
their customers while providing the level of protection to consumers’ privacy interests that
Congress envisioned under Section 222.” See Third CPNI Order, § 1. :

5 Third CPNI Order, Separate Statement of Chairman Michael K. Powell.
6 Third CPNI Order, § 71.




expressly override Section 222 and the Commission’s rules, and are inconsistent with the new
federal regulations in several respects.” Indeed, the proposed Washington rules frankly declare
that they are intended to supersede inconsistent federal CPNI rules: “Customer proprietary
network information may be used as permitted by 47 U.S.C. Section 222, except where sections
480-120-202 through 216 require otherwise.”® One of the provisions of the proposed
Washington CPNI rules would require opt-in consent to use CPNI within the same corporate
entity or among affiliates.” Likewise, pending regulations in California require written consent
before carriers can use CPNI for intra-company communications.'® Indeed, existing rules in
Washington already require opt-in consent for carriers to market out-of-bucket services. See
Wa. Admin. Code §§ 480-120-151 through 480-120-153. A chart comparing the provisions of
existing federal CPNI rules with the existing Washington CPNI rules and proposed Washington
and California rules is attached hereto as Appendix D.
Because carriers such as Verizon employ national or regional CPNI-based marketing

strategies, and because separating “interstate” from “intrastate” CPNI would be economically

infeasible, if not operationally impossible, the effect of more restrictive state CPNI regulations is

’ A copy of the Washington proposed CPNI regulations is attached hereto as

Appendix B. The Washington proposed rules would rewrite the definition of CPNI, by creating
two new sub-categories of CPNI known as “call detail” and “private account information.” See
Wa. Admin. Code § 480-120-201 (proposed). In addition, they purport to override the
Commission’s total service or bucket approach by requiring opt-in consent for the use of CPNI
to market upgrades or new pricing plans to existing subscribers. Id. §§ 480-120-203; 480-120-
205 to 207 (proposed). They also would require opt-in consent to use “call detail” CPNI within

the same corporate entity or among affiliates. Wa. Admin. Code § 480-120-203 (proposed).

8 Wa. Admin. Code § 480-120-202 (proposed) (emphasis added).

Wa. Admin. Code § 480-120-203 (proposed).

See Order Instituting Rulemaking on the Commission’s Own Motion to Establish
Consumer Rights and Consumer Protection Rules Applicable to All Telecommunications
Utilities, CA PUC Rulemaking 00-02-004, Appendix B, General Order (dated July 17, 2002),
attached hereto as Appendix C. - The full text of the Consumer Rights Order is available at
www.cpuc.ca.gov/static/industry/telco/billofrights.htm.

9
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to force carriers to comply with the most restrictive state regime.!! Thus, more restrictive state
regulation has the effect of frustrating the Congreésional goal of a uniform national CPNI policy
and negating the balance struck by the Commission in this proceeding. Nor could the economic
and regulatory costs of a patchwork of conflicting CPNI regulations come at a worse time for the
telecommunications industry as a whole.

Not only would more restrictive state CPNI regulations thwart Congressional objectives
and Commission policy choices, but they would most certainly run afoul of the First Amendment
in precisely the same way as did the Commission’s initial CPNI regulations. Indeed, by granting
states the unfettered discretion to enact more stringent CPNI regulations, even if those
regulations are only in effect until the Commission has completed its case-by-case preemption
review, the Commission infringes on carriers’ First Amendment rights. This impact is |
compounded to the extent speech is chilled in anticipation of states’ action. Because the
Commission’s “case-by-case” preemption policy results in the violation of carriers’ First
Amendment rights, it is an interpretation of Section 222 that must be avoided.

Accordingly, in order to effectuate the Congressional goal of a national CPNI policy, to
protect the marketing of interstate services, and to avoid constitutional violations, the

Commission must preempt inconsistent and more restrictive state CPNI regulations across the

board.

u See Declaration of Maura Breen, 9 6, 8, 13-15 (“Breen Decl.”) (attached hereto
as Appendix E).




A. Because Intrastate and Interstate Portions of CPNI Are Intertwined,
Inconsistent State Regulations Will Negate the Commission’s Exercise of its
Lawful Authority

In enacting Section 222, Congress gave the Commission — not the states — the authority to
implement national, uniform CPNI rules. With this authority comes the Commission’s ability
and duty to preempt state regulations. As the Commission has already stated in the context of
CPNI, it may preempt state regulation of interstate telecommunications matters “where such
regulation would negate the Commission’s exercise of its lawful authority because regulation of
the interstate aspects of the matter cannot be severed from regulation of the intrastate aspects.”">
Because “compliance with conflicting state and federal [CPNI] rules would in effect be
impossible,” the Commission should exercise its authority to preempt across the board

inconsistent state regulations.'?

Indeed, the Commission has routinely preempted state regulations in areas where it
would be impossible to separate the interstate and intrastate portions of telecommunications, and
courts have consistently upheld this preemption authority. For example, in the Computer IT
Further Reconsideration Order, the Commission made clear that its Computer II decisions

served to preempt any state regulation of CPE and enhanced services."* The D.C. Circuit upheld

12 Implementation of the Telecommunications Act of 1996: Telecommunications
Carriers’ Use of Customer Proprietary Network Information and Other Customer Information,
13 FCC Rcd 8061, 9 16-18 (1998) (“Second CPNI Order”); Implementation of the
Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer Proprietary
Network Information and Other Customer Information, Order on Reconsideration and Petitions
for Forbearance, 14 FCC Red 14409, 112 (1999).

13 People of the State of California v. FCC, 39 F.3d 919, 933 (9th Cir. 1994)
(“California III”).

14 Amendment of Section 64.702 of the Commission’s Rules and Regulations
(Second Computer Inquiry), Memorandum Opinion and Order on Further Reconsideration, 88

F.C.C.2d 512, 9 83 n.34 (1981).




this eXercise of preemptive authority oﬁ petitions for review from Computer II decision,
explaining that “[f]or the federal program of deregulation to Work, state regulation of CPE and
enhanced services ha[ve] to be circumscribed.” Computer & Communications Indus. Ass’n v.

- FCC, 693 F.2d 198, 206 (D.C. Cir. 1982). Accordingly, that court held, “state regulatory power
must yield to the federal.” Id. at 216.

Similarly, the Commission’s Computer II] rules expressly preempted inconsistent state
regulation of interstate and jurisdictionally mixed enhanced services, and that decision too Was
ultimately upheld on appeal by the Ninth Circuit because, as the Court explained, state regulation
of jurisdictionally mixed services would effectively negate the FCC’s policies. See California
I, 39 F.3d at 932‘ (recognizing that contrary state regulation would “essentially negat[e] the
FCC’s goal”). Finally, in the BellSouth Memory Call proceedings, the Commission applied
these principles to the voice mail market, explicitly écting to preempt state regulation of voice
mail services, because “it is impossible as a practical matter to separate the interstate and
intrastate provision of BellSouth voice mail service.” !> The Commission recognized that state
regulation of voice mail services would thwart federal policy by improperly displacing the
“comprehensive regulatory framework governing BOC participation in the enhanced services
marketplace,” and preempted the Georgia order regulating BellSouth’s provision of voice mail
services. Memory CaIAl Order, 9 20.

As in these other cases, the Commission shquld exercise its preemption authority here
because the interstate and intrastate portions of CPNI are intertwined, and allowing states to

regulate CPNI would thwart federal CPNI policy. Most carriers do not market services using

15 See Petition for Emergency Relief and Declaratory Ruling Filed by the BellSouth
Corporation, Memorandum Opinion and Order, 7 FCC Red 1619, § 19 (1992) (“Memory Call

Order™).




.CPNI on a state-by-state basis. On the contrary, carriers such as Verizon use a centralized
marketing organization that serves all of its states, which reduces costs and facilitates the
development of national or regional marketing plans. Breen Decl., Y 2-5, 8. It “would not be
economically or operationally feasible for” carriers to revamp their entire marketing efforts to
accommodate 50 different CPNI regulations.!® Indeed, the Commission has long-recognized the
inefficiencies and substantial costs associated with requiring such separations. For example, in
the context of CPNI rules under Computer III, the Commission found that ‘“[a]ccess to CPNI
permits effective integrated marketing of enhanced services and permits the efficient use of
carrier resources to provide enhanced services to a broad spectrum of customers. Personnel
subject to a state prior authorization rule would not be able to access to CPNI when 1t is
permitted under federal rule. Carrier implementation of a state prior authorization rule where it
is not required under the federal rule would effectively require the separation of marketing and
sales personnel.”"” Such separation is inefficient and imposes substantial costs on carriers
resulting from the duplication of facilities and personnel, limitations on joint marketing,
deprivation of economies of scope, and increased transaction ahd production costs. 18

In addition to the costs associated with switching carriers’ regional marketing operations
to state-by-state campaigns, it is not at all clear that carriers could separate intrastate and

interstate CPNI. For example, Verizon’s systems do not distinguish between the portions of

16 California 111, 39 F.3d at 933; see also Breen Decl., § 15-18.

17 Computer III Remand Proceedings: Bell Operating Company Safeguards and
Tier I Local Exchange Company Safeguards, Report and Order, 6 FCC Red 7571, 4130 (1991)
(“Computer III Remand Proceedings”), vacated in part on other grounds and remanded,
California v. FCC, 39 F.3d 919 (9th Cir. 1994), cert. denied, 514 U.S. 1050 (1995).

18 See Breen Decl., ] 15-18; see also Computer III Further Remand Proceedings:
Bell Operating Company Provision of Enhanced Services, CC Docket No. 95-20; 1998 Biennial
Regulatory Review — Review of Computer IIl and ONA Safeguards and Requirements, Further
Notice of Proposed Rulemaking, 13 FCC Recd 6040, 4 47, 56 (1998).




CPNI that are related to interstate versus intrastate services. See Breen Decl., 6. The
Commission has recognized the difficulty of doing so, explaining that “varying state [CPNI]
regulations” could affect “carriers’ ability to operate on a multi-state or nationwide basis.”"’ In
addition, the Commission has rejected the suggestion that it require different approval
requirements for different types of CPNI, because it was “not convinced that carriers would be
able to implement such a distinction in their existing customer service, operations support, and
billing systems, where facilities information and call detail may reside without distinction.”*
Because CPNI currently collected from individual customers includes data regarding intrastate
and interstate services and is sorted by customer and not into separate interstate and intrastate
services, it would be practically infeasible, if not virtually impossible, for carriers to implement
such a jurisdictional distinction. Breen Decl., 176, 15. Perhaps the most telling evidence of the
practical inseparability of intrastate and interstate CPNI is the fact that neither Washington State
nor California has incorporated any such distinction in their proposed rules. On the contrary,
both states’ proposed rules appear to apply to a/l CPNI collected from services used within their
.borders, regardless of whether those services are purely intrastate services or are interstate

services, such as long distance, special access, or DSL. See Wa. Admin. Code § 480-12-201;

Appendix C at 23, Rule 12.

Moreover, even if it were somehow feasible to separate the interstate from intrastate
portions of CPNI, that would not solve the problem of state CPNI regulations trumping federal
rules. That is because restrictions on marketing of intrastate services necessarily restrict

Verizon’s ability to market interstate services as well. For example, Verizon cannot provide

19 Third CPNI Order, 9 71.
20 Id. at n.279.
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interstate or jurisdictionally mixed services (such as interstate access, long distance services,

voice mail, or any number of other services) on a given line without complying with state

requirements governing sale of the line itself.

Given the effective impossibility of complying with separate and inconsistent state and
tederal regulations, carriers will be forced to comply with the most restrictive state CPNI
regulations, in disregard of the delicate balance the Commission has struck between competitive
and consumer privacy interests. Breen Decl., § 14.2' This necessarily undermines the
Cormnission’s jurisdiction over interstate CPNI. As the Commission recognized in the context
of its pre-1996 CPNI regulations, “[c]arrier implementation of a state prior authorization rule
where it is not required under the federal rule . . . effectively would negate federal policies.”*

| For example, with respect to Washington’s proposed rules, carriers would be forced to
ignore the Commission’s total services approach, as well as its definition of CPNJ, and to seek
opt-in approval for al/ CPNI. Wa. Admin. Code § 480-120-203 (proposed); Breen Decl., 22.
And, in order to comply with California’s proposed rules, Verizon would have to abandon its use
of opt-out because the rules require opt-in consent for out-of-bucket marketing. See Appendix C

at 23, Rule 12; Breen Decl., §24. To avoid this result, the Commission must, as it has in the

4 Given the need for a uniform national CPNI policy and the reality that more

restrictive state CPNI regulations will burden carriers’ interstate services and marketing
strategies, inconsistent state regulations would likely violate the dormant commerce clause in the
absence of Commission action. See, e.g., Pike v. Bruce Church, 397 U.S. 137, 142 (1970);
Brown-Forman Distillers Corp. v. N.Y. State Liquor Auth., 476 U.S. 573, 583-84 (1986).

2 Computer III Remand Proceedings, § 130; see also Implementation of the

Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer Proprietary
Network Information and Other Customer Information, 11 FCC Red 12513, 16 (1996).
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past, preempt state CPNI rules that would impose more restrictive approval requirements on
carriers than do the Commission’s rules.”

B. The Commission Is Infringing Upon Carriers’ First Amendment Rights by
Failing to Preempt State CPNI Regulations

CPNI is important commercial information, which carriers use to improve customer
service by offering innovative, custom-tailored services. See Breen Decl., Y 5, 8-10. This use
of CPNI advances the public interest, increases effective competition, and aids consumers by
increasing available information and thereby enhancing competitive choices. Indeed, the
Supreme Court has held that the use of such information is “indispensable” to a free enterprise
economy.”* Because CPNI “fits soundly” within the definition of commercial speech protected
by the First Amendment,” the government cannot restrict its use unless such regulations are

narrowly tailored to protect a “substantial” state interest.”® The Commission has now found, on

3 Computer III Remand Proceedings, 9 130.

i Rubin v. Coors Brewing Co., 514 U.S. 476, 481-82 (1994) (“the free flow of
commercial information is ‘indispensable to the proper allocation of resources in a free
enterprise system’ because it informs the numerous private decisions that drive the system.
Indeed, we observed that a ‘particular consumer’s interest in the free flow of commercial
information . . . may be as keen, if not keener by far, than his interest in the day’s most urgent
political debate’”) (quoting Virginia Bd. of Pharmacy v. Virginia Citizens Consumers Counsel,
425 U.S. 748, 763, 765 (1976)). »

25 U.S. West v. FCC, 182 F.3d 1224, 1233 (10th Cir. 1999). Likewise, the Court
found that the First Amendment protects not only a speaker’s right to solicit customers, but also
the audience’s right to receive information. Thus, a “restriction on either of these components is
a restriction on speech.” Id. at 1232; see also Florida Bar v. Went For It, Inc., 515 U.S. 618

(1995).

26 In addition, intra-company CPNI rules restrict internal speech among carriers’
employees and affiliated entities that does not directly propose a commercial transaction and is
therefore fully protected speech. Although carriers may have an ultimate, or even central,
economic motivation for the speech, that in and of itself is insufficient to render these internal
communications commercial speech. See Bolger v. Youngs Drug Prod., Inc., 463 U.S. 60, 67
(1983); Univ. of N.Y. v. Fox, 492 U.S. 469, 473-74 (1987). Instead, the very purpose of lesser
protection for commercial speech — to protect consumers from the risk of deceptive advertising

12




the basis of the extensive record before it, that only an opt-out mechanism for intra-carrier use of
CPNI can pass constitutional muster. It is telling that the Commission, in its invitation to states
to conduct their own CPNI fact-finding inquiries, was unable to articulate what type of additional
evidence a state might produce to overcome the Commission’s own findings with respect to the
First Amendment balance. In fact, given the Commission’s exhaustive study of the issue, and -
the fact that it does not have any “state specific” aspect, no state record can be compiled that will
satisfy the First Amendment. The Commission has a duty to interpret Section 222 in a manner
that will not result in Constitutional violations. And by inviting states to attempt to implement
rules that will violate carriers’ First Amendment rights, the Commission is itself infringing on
First Amendment rights.

1. Opt-out is the only mechanism that will not violate the First Amendment.

The government bears the burden of demonstrating that a regulation restricting
commercial speech is justified. Under the Central Hudson test, the threshold question is whether
the speech is lawful and nonmisleading.”’” In this case, there is “no . . . dispute]] that the
commercial speech based on CPNI is truthful and not misleading.”®® Accordingly, the
government may restrict CPNI-based speech only if it proves each of the following: “(1) it has a

substantial state interest in regulating the speech, (2) the regulation directly and materially

or other peculiarly commercial harms — is inapplicable to speech conducted within and between
carriers’ organizations. See 44 Liquormart, Inc. v. Rhode Island, 517 U.S. 484, 501 (1996)
(Opinion of Stevens, J., joined by Kennedy and Ginsburg, JJ.). Because CPNI regulations of
internal speech are content-based, they can be upheld only if they survive strict scrutiny — the
regulation is narrowly tailored to meet a compelling state interest. See Brown v. Hartlage, 456
U.S. 45, 54 (1982). While our analysis demonstrates that opt-in violates the lesser standard for
commercial speech, there is no question that such regulations would also fail the more protective,
stricter standard as well.

27 Central Hudson Gas & Elec. Corp. v Public Serv. Comm 'n of New York, 447 U.S.
557, 564-65 (1980).

28 U.S. West, 182 F.3d at 1234.
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advances that interest, and (3) the regulation is ﬁo more extensive than necessary to serve the
interest.”® Here, the FCC has conducted an exhaustive national review of the problem and
balanced consumer and commercial interests under the First Amendment. The consumer and
competitive interests simply do not vary state-to-state, and thus, given the FCC’s clear findings,
there is no chance that a state commission could compile a record in support of an opt-in regime

that could satisfy First Amendment scrutiny.

First, in finding that customers expect companies to use CPNI to offer services,*® the
Commission already has acknowledged that there is no substantial government interest in
protecting intra-company disclosures of CPNI. Second, in addition to that fact, the Tenth Circuit
made clear that any opt-in regime for intra-carrier communications violates the First Amendment
because it is more restrictive than necessary to serve this interest. Try as they might, the states
cannot create a record for an opt-in regime sufficient to bear their burden of satisfying each
prong of the Central Hudson test.

2. There is no substantial state interest,

To demonstrate a substantial state interest, “the government cannot ... merely assert[] a
broad interest in privacy. It must specify the particular notion of privacy and interest served.”!
In the case of CPNI, the Tenth Circuit explained that the government must identify “specific and

significant harm on individuals, such as undue embarrassment or ridicule, intimidation or

29 Id. at 1233 (citing Revo v. Disciplinary Bd. of the Supreme Ct., 106 F.3d 929, 932
(1997)). ,

30 The Commission has found that “customers expect their carriers to offer related
offerings within the total service to which they subscribe.” Second CPNI Order n. 372; see also

Third CPNI Order, Separate Statement of Commissioner Kathleen Q. Abernathy, “intracompany
disclosures of CPNI generally are consistent with consumers’ expectations of privacy.”

3 U.S, West, 182 F.3d at 1234.
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harassment, or misappropriation of sensitive personal information for the purposes of assuming

another’s identity.”*?

The comprehensive evidence evaluated by the Commission demonstrates that there is no
substantial government interest in limiting intra-company sharing of CPNI. The Commission
has acknowledged on several occasions that sharing of information within one entity does not
raise significant privacy concems. For example, in its Second CPNI Order, the Commission
concluded “that sharing of CPNI within one integrated firm does not raise significant privacy
concerns because customers would not be concerned with having their CPNI disclosed within a
firm in order to receive increased competitive offerings.”** Likewise, as Commissioner
Abernathy explained, “intracompany disclosures of CPNI generally are consistent with

»34

consumers’ expectation of privacy.”” The Commission’s findings are supported by common

industry practice, Congress’s intent,> the findings of other government agencies,*® and Supreme

2 W
3 Second CPNI Order, n.203.
34 Third CPNI Order, Separate Statement of Kathleen Q. Abernathy.

33 “Congress recognized ... that customers expect carriers with which they maintain
an established relationship will use information derived through the course of that relationship to
improve the customer’s existing service.” Second CPNI Order, 9 54.

36 Studies by the Department of Commerce’s National Telecommunications and
Information Administration (“NTIA”) and the Privacy Working Group of the Clinton
Administration’s National Information Infrastructure Task Force concluded that an opt-out
method of customer approval was appropriate with respect to the commercial use of
individually-identifiable information. See U.S. Department of Commerce, NTIA Privacy and the
NII: Safeguarding Telecommunications-Related Personal Information (Oct. 1995); Privacy and
the National Information Infrastructure: Principles for Providing and Using Personal
Information, A Report of the Privacy Working Group (Oct. 1995), available at
http://www.ntia.doc.gov/ntiahome/privwhitepaper.htm].

A study on the use of CPNI conducted under the direction of Dr. Alan Westin, Professor
of Public Law and Government at Columbia University reinforces that customers have no
expectation of privacy regarding such information. In particular, that study found that customers
believe it is acceptable for local phone companies to communicate with their customers using
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Court precedent.”” Moreover, companies that have access to far more personal information, such
as credit card companies and banks, are free to share customer information using an opt-out
mechanism.*®

Against this backdrop, the states cannot, under any conceivable standard, satisfy their
burden of demonstrating a “substantial” government interest in protecting the privacy of

consumers against the sharing of CPNI within the same company.

3. Neither the Commission nor the states can demonstrate that opt-in is no
more extensive than necessary to protect any government interest.

In addition, as Commissioner Abernathy has put it, “an opt-in requirement for intra-
company disclosures of information would be more restricti\;e than necessary to protect
consumers’ expectations of privacy.”? Opt-in unduly restricts speech by dissuading even those
customers who would prefer to receive CPNI-based marketing from manifesting their approval.
In contrast, opt-out protects any genuine privacy interests while minimizing the infringement on

carriers’ protected speech generated by customers’ inadvertent failure to approve use of their

CPNI data. Further, the study confirmed that customers understood the “notice and opt out
procedures” and that many consumers have used them in the past. See Public Attitudes Toward
Local Telephone Company Use of CPNI: Report of a National Opinion Survey Conducted
November 14-17, 1996 by Opinion Research Corporation, Questions 5, 6, 10-11, Analysis at 9-
10, Princeton, N.J. and Prof. Alan F. Westin, Columbia University, Sponsored by Pacific Telesis
Group (now SBC).

37 The Supreme Court has held that individuals have no reasonable expectation of
privacy in the telephone numbers dialed from their phones. Smith v. Maryland, 442 U.S. 735
(1979).

3 See infra note 41. Further, any privacy interest consumers have in CPNI is not
constitutionally protected. The Tenth Circuit held that the privacy interest in CPNI is “distinct
and different” from the constitutional right to privacy. U.S. West, 182 F.3d at 1234, n.6.

39 Third CPNI Order, Separate Statement of Kathleen Q. Abernathy. See also id.
(“[WThile some may have preferred to reinstate an opt-in requirement for all uses of CPNI, I do
not believe that such a decision could withstand scrutiny under the standard espoused by the 10th

Circuit”).
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CPNI. Consequently, it is inconceivable that a state could demonstrate that opt-in is “no more
extensive than necessary” to protect the government’s interest.*°

Indeed, Congress has determined that a notice and opt-out regime adequately protects
consumers’ privacy interest in situations involving far more sensitive privacy information.*!
Thus, both opt-in and opt-out can effectively protect any conceivable governmental interest, but
opt-in deprives a substantial number of consumers of commercial information they desire to
receive.*? Given that opt-out is an effective alternative, “[i]t is perfectly obvious that alternative
forms of regulation that would not involve any restriction on speech would be more likely to

achieve the [Government’s] goal ™

40 U.S. West, 182 F.3d at 1238 (quoting Rubin, 514 U.S. at 486).

4 Under the 1996 Consumer Credit Reporting Reform Act, for example, credit
reporting agencies may furnish consumer credit information for marketing credit or insurance
opportunities to consumers, so long as the agency establishes a toll-free number so that
consumers can call and opt-out by having their names removed from lists for direct marketing
purposes. 15 U.S.C. § 1681b(e)(5). Further, the Video Privacy Protection Act of 1988 allows
the disclosure of data about customer viewing habits for marketing purposes if the customer has
been given the opportunity to opt-out. 18 U.S.C. § 2710(b)(2)(D). '

2 Third CPNI Order, 9 36, 71. In addition, consumers understand and utilize the
opt-out procedures when they desire to protect their privacy. See Public Attitudes Toward Local
Telephone Company Use of CPNI: Report of a National Opinion Survey Conducted November
14-17, 1996 by Opinion Research Corporation, Questions 3, 6, 10-11, Analysis at 9-10,
Princeton, N.J. and Prof. Alan F. Westin, Columbia University, Sponsored by Pacific Telesis
Group (now SBC).

3 44 Liquormart, Inc. v. Rhode Island, 517 U.S. 484, 507 (1996); see also id. at 529
(O’Connor, J., concurring) (“[ TThe availability of less burdensome alternatives to reach the
stated goal signals that the fit between the legislature’s ends and the means chosen to accomplish
those ends may be too imprecise to withstand First Amendment scrutiny™); Bd. of Trustees of
the State Univ. of N.Y. v. Fox, 492 U.S. 469, 479 (1987) (“Almost all of the restrictions
disallowed under Central Hudson’s fourth prong have been substantially excessive, disregarding
“far less restrictive and more precise means’”) (citing Shapero v. Kentucky Bar Assn., 486 U.S.
466, 476 (1988); Zauderer v. Office of Disciplinary Counsel of Supreme Court of Ohio, 471
U.S. 626 (1985); Inre R. M. J., 455 U.S. 191 (1982); Bates v. State Bar of Arizona, 433 U.S. 350

(1977)).
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Moreover, in evaluating restrictions on protected speech, courts examine the “practical
effect” of statutes.** The Commission has acknowledged that opt-in effectively prevents carriers

from using CPNL*

Here, the practical impact of the Commission’s decision not to expressly
preempt is that the sharing of non-sensitive information within the same company will not be
permitted. The resulting infringement of carriers’ First Amendment rights will be exacerbated as
more states propose or adopt regulatiéns akin to those now under consideration in California and
Washington State. Under those regimes, carriers will be unable to take advantage of the
Commission’s “total service approach” even for the marketing of interstate services under the
Commission’s jurisdiction.

The devastating impact of inconsistent state regulation on protected speech is not
speculative, but real. Because most carriers market on a regional or nationwide basis, and cannot
separate intra- and interstate CPNI, they will be forced to comply with the most burdensome
state CPNI regulations, including state redefinitions of CPNI itself and restrictive “opt-in”
regimes. In effect, the state with the most restrictive regulations could end up governing the
marketing practices for all telecommunications services in its region, or even the entire nation.
The practical reality is that there will be a chilling of protected commercial speech nationwide.
Consequently, the public interest and the Commission’s duty to give practical effect to Section

222 and protect First Amendment values require it to preempt the states from adopting any CPNI

rules that are more restrictive than the Commission’s own.

a Meese v. Keene, 481 U.S. 465, 489 (1987) (“The fact that the statute’s practical
effect may be to discourage protected speech is sufficient to characterize [it] as an infringement
on First Amendment activities”) (quoting FEC v. Massachusetts Citizens for Life, Inc. 479 U.S.
238, 255 (1986)).

4 See, e.g., Computer ITI Remand Proceedings, n.155 (recognizing that “a large

majority of mass market customers are likely to have their CPNI restricted through inaction ....
Thus, a prior authorization rule would vitiate a BOC’s ability to achieve efficiencies through
integrated marketing to smaller customers”).
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4. The Commission has a duty to preempt because it must interpret Section
222 in a manner that will not result in unconstitutional action

The Commission has more than once recognized that “we have an obligation under
Supreme Court precedent to construe a statute where fairly possible to avoid substantial
constitutional questions . . . **® For example, in 1995 the Commission was faced with a situation
where two appellate courts had held Section 613(b) of the Act, 47 U.S.C. § 533(b),
unconstitutional under the First Amendment because “the statute unnecessarily limits speech by
telephone companies . . ** In reaching that conclusion, the courts relied upon a prior
recommendation by the Commission that had proposed a “more speech-friendly plan.” Id.
Thus, the statute “burdenfed] substantially more speech than is necessary, especially since there
appeared to be an obvious less-burdensome alternative . . .” Id. (internal quotation marks
omitted). In order to avoid a construction of the statute that raised serious constitutional
concerns, the Commission ruled that telecommunications companies would be granted a waiver
from the troublesome portion of the rules. Id. ] 4.

As stated above, if the Commission construes Section 222 as not requiring it to preempt
inconsistent state regulations at the outset, even the potential of state regulation will chill speech
and violate carriers’ First Amendment rights. Thus, under one construction of its preemptive

authority under the Act — i.e., allowing preemption to be considered on a ““case-by-case” basis —

46 Implementation of the Telecommunications Act of 1996: Telemessaging,
Electronic Publishing, and Alarm Monitoring Services, Second Report and Order, 12 FCC Red
3824, 9 24 (1997) (footnote and internal quotation marks omitted). See also Telephone
Company-Cable Television Cross-Ownership Rule, Third Report and Order, 10 FCC Red 7887,
9 4 (1995) (noting that, “as the agency charged with implementing the Communications Act,” the
Commission is required to “construe [the Act] in a manner that renders it constitutional”); United
States v. X-Citement Video, 115 S.Ct. 464, 467, 469 (1994); Alma Motor Co. v. Timken Co., 329

U.S. 129, 136-37 (1946).

7 Telephone Company-Cable Television Cross-Ownership Rule, Third Report and
Order, 10 FCC Red 7887, 9§ 2 (1995).
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constitutional harm will result. Under the other construction — i.e., blanket preemption of
inconsistent requirements — it will not. Therefore, the Commission has a duty to adopt the |
construction of Section 222 that will avoid constitutional violations. That construction requires it
to preempt inconsistent state regulation of CPNI.

5. By allowing states to enact CPNI regulations that infringe on carriers’

First Amendment rights, the Commission is itself violating the First
Amendment.

Even before states enact conflicting CPNI rules, carriers’ First Amendment rights are
being infringed because their speech is being chilled. See Breen Decl., § 24. Because the
Commission’s preemption policy regarding CPNI would allow states to effectively preempt
federal policy for at least some period of time, and sets no standards to guide the states or
carriers on determining how the Commission will conduct its “case-by-case” review of whether
to preempt state regulations, the Commission’s preemption policy itself violates the First
Amendment.

After inviting comments and conducting an extensive study of the record, the
Commission determined that it could not adopt an opt-in policy without running afpul of the
First Amendment. See Third CPNI Order, § 31. Nonetheless, if states implement more stringent
CPNI rules than those allowed by the Commission, carriers will be forced to comply with the
more stringent rules for all aspects of CPNI pending further review by the Commission. See
Section IL.A, supra. In other words, by failing to preempt state CPNI regulations that are
inconsistent with the Commission’s rules, the Commission is essentially delegating federal
policy decisions to the states in the first instance. Under a long line of Supreme Court precedent,

this delegation of unfettered discretion to allow others to make decisions that may violate the

20




First Amendment is itself a First Amendment violation.”®* By leaving the door open to such
unfettered discretion, the Commission is itself infringing on First Amendment rights.*

By failing to set forth a clear preemption standard and stating that preemption will occur
only on a case-by-case basis, the Commission is chilling the speech of carriers and their
mérketing agents even before states implement conflicting CPNI regulations. That is because
even uncertainty of potential inconsistent state CPNI regulations is enough to chill carriers’
speech.”® And that is in addition to the chilling of speech that will occur during the interim
period between the time states adopt more restrictive CPNI rules and the time that the

Commission completes its “case-by-case” review of such rules. The Supreme Court has stated

48 See, e.g., Forsyth County, Ga. v. Nationalist Movement, 505 U.S. 123, 130-

31 (1992) (striking down county ordinance permitting government administrator to set various
fees for parade permits because the ordinance did not contain “narrow, objective, and definite
standards to guide the licensing authority” (international quotation marks and citation omitted));
City of Lakewood v. Plain Dealer Publishing Co., 486 U.S. 750, 757 (1988) (“[A] licensing
statute placing unbridled discretion in the hands of a government official or agency constitutes a
prior restraint and may result in censorship”); Shuttlesworth v. City of Birmingham, 394 U.S.

- 147, 151 (1969) (“It is settled by a long line of recent decisions of this Court that an ordinance

which, like this one, makes the peaceful enjoyment of freedoms which the Constitution
guarantees contingent upon the uncontrolled will of an official - as by requiring a permit or
license which may be granted or withheld in the discretion of such official - is an
unconstitutional censorship or prior restraint upon the enjoyment of those freedoms.” (Internal
quotation marks and citation omitted)).

49 See, e.g., Hendler v. United States, 952 F.2d 1364 (Fed. Cir. 1991) (holding that
where California state officials entered plaintiffs’ land under authority granted by the EPA, the
activities of the state within the scope of the order were attributable to the federal government for
purposes of the takings claim); Presault v. United States, 100 F.3d 1525 (Fed. Cir. 1996)
(holding that the State of Vermont’s conversion of private land into a recreational trail under
authority of the Rails-to-Trails Act and by order of the Interstate Commerce Commission was a
taking for which the federal government was liable).

50 See Grayned v. City of Rockford, 408 U.S. 104, 108-09 (1972) (“Where a vague
statute ‘abut[s] upon sensitive areas of basic First Amendment freedoms,’ it ‘operates to inhibit
the exercise of [those] freedoms.” Uncertain meanings inevitably lead citizens to ‘steer far wider
of the unlawful zone’ . . . than if the boundaries of the forbidden areas were clearly marked.”).
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that even creating the fear of ﬁnjustiﬁed liability is enough to produce a chilling effect
antithetical to First Amendment protected speech.’’

The Commission cannot avoid responsibility for the actions of the states by presuming
that the states will not act in an unconstitutional manner.>® That is particularly the case here, as
the Commission has explicitly found that an opt-in regime could not be justified as satisfying
First Amendment concerns, and states already are proposing — or have in place - rules that
violate the First Amendment, and are contrary to Section 222 and the federal CPNI rules.>

¥ ok %k ok sk

The Commission should preempt state CPNI regulation that is inconsistent with the
approach adopted by the Commission.>* Preemption is necessary here in order to effectuate the
Congressional goal of a uniform, national CPNI policy, and to avoid frustration of the rules
adopted by the Commission. The telecommunications industry can ill—afford the administrative

and economic nightmare of patchwork restrictions on marketing practices.

o See Philadelphia Newspapers, Inc. v. Hepps, 475 U.S. 767, 777 (1986). See also
Rosenberger v. Rector & Visitors of Univ. of Virginia, 515 U.S. 819, 835 (1995) (recognizing
the “danger to liberty” that results from the government’s “chilling of individual thought and-
expression”).

52 See City of Lakewood, 486 U.S. 750, 770 (1988) (rejecting the “presumpt[ion] the
mayor will act in good faith and adhere to standards absent from the ordinance’s face” because it
“is the very presumption that the doctrine forbidding unbridled discretion allows”).

33 Compare Third CPNI Order, 4 31 (finding that the record would not support an
opt-in regime that passed First Amendment scrutiny) with Wash. Admin. Code § 480-120-152;
proposed Washington CPNI regulations, attached hereto as Appendix B; CA PUC Rulemaking,
attached hereto as Appendix C.

54 Of course, federal courts could find that state CPNI regulations are preempted in
individual cases, regardless of what the Commission does with respect to the preemption issue.
See, e.g., Crosby v. National Foreign Trade Council, 530 U.S. 363, 372-73 (2000); Florida Lime
& Avocado Growers, Inc. v. Paul, 373 U.S. 132, 142-43 (1963); Hines v. Davidowitz, 312 U.S.
52 (1941); English v. General Elec. Co., 496 U.S. 72, 78-79 (1990). For the reasons discussed in
the text, however, the Commission must act globally to avoid violation of the First Amendment.
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The First Amendment also mandates preemption. The Commission has an independent
duty to protect First Amendment values in the context of its CPNI policy, and its failure to do so

itself constitutes a First Amendment violation.

Conclusion

The Commission must preempt state CPNI regulations that are inconsistent with federal

CPNI rules.
Respectfully submitted,
H Rakestraw -
Michael E. Glover
Edward Shakin 1515 North Courthouse Road
Of Counsel Suite 500

Arlington, VA 22201
(703) 351-3174

Andrew G. McBride
Kathryn L. Comerford
Wiley Rein & Fielding LLP
1776 K Street, NW
Washington, D.C. 20006
(202) 719-7000

October 21, 2002 Counsel for the Verizon telephone companies
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Appendix A

THE VERIZON TELEPHONE COMPANIES

The Verizon telephone companies are the local exchange carriers affiliated with
Verizon Communications Inc. These are:

Contel of the South, Inc. d/b/a Verizon Mid-States
GTE Midwest Incorporated d/b/a Verizon Midwest
GTE Southwest Incorporated d/b/a Verizon Southwest
The Micronesian Telecommunications Corporation
Verizon California Inc.
Verizon Delaware Inc.
Verizon Florida Inc.
Verizon Hawaii Inc.
Verizon Maryland Inc.
Verizon New England Inc.
Verizon New Jersey Inc.
Verizon New York Inc.
Verizon North Inc.
Verizon Northwest Inc.
Verizon Pennsylvania Inc.
Verizon South Inc.
Verizon Virginia Inc.
Verizon Washington, DC Inc.
Verizon West Coast Inc.
Verizon West Virginia Inc.
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON
AT SEATTLE

VERIZON NORTHWEST, INC.; BELL
ATLANTIC COMMUNICATIONS, INC.,
d/b/a, VERIZON LONG DISTANCE;
NYNEX LONG DISTANCE, d/b/a
VERIZON ENTERPRISE SOLUTIONS;
VERIZON SELECT SERVICES, INC.,
and VERIZON SERVICES

CORPORATION,
Plaintiffs, NO. C02-2342R
V. ORDER GRANTING PLAINTIFFS’
MOTION FOR SUMMARY JUDGMENT
MARILYN SHOWALTER, Chairwoman; AND DENYING DEFENDANTS’
PATRICK OSHIE and RICHARD MOTION FOR SUMMARY JUDGMENT

HEMSTAD, Commissioners, in
their official capacities as
members of the Washington
Utilities and Transportation
Commission, and Washington
Utilities and Transporation
Commission,

Defendants.

THIS MATTER comes before the court on cross-motions for
summary judgment. Having reviewed the pleadings filed in support
of and in opposition to these motions, and having heard oral

argument, the court finds and rules as follows:

I. BACKGROUND

This case involves state regulation of a telecommunications
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i 1§l carrier’s ability to use Customer Proprietary Network Information
("CPNI”). Generally, CPNI is information collected by telecommu-

2
3 | nications service providers in the process of delivering their

4 | service. As defined under federal law, CPNI is
| I
i
‘ 5 (A) information that relates to the quantity, technical
configuration, type, destination, location, and amount
6 of use of a telecommunications service subscribed to by

any customer of a telecommunicatiocns carrier, and that
7 is made available to the carrier by the customer solely
by virtue of the carrier-customer relationship; and

8
(B) information contained in the bills pertaining to
9 telephone exchange service or telephone toll service
received by a customer of a carrier; except that such
10 _term does not include subscriber list information.
1147 U.8.C. § 222 (2001). For instance, CPNI includes information

12 || about calls made and received such as whether they were local or
13 | long distance, time of day of the call, the originating and
14 || destination phone numbers, and whether the call was answered or
15 the line was busy. CPNI also includes information about the

16 || services to which a customer subscribes such as call forwarding

17 || or caller identification.

18 On November 7, 2002, the Washington Utilities and Transpor-
19 || tation Commission (“WUTC”) adopted new regulations limiting a
20f'telecommunications carrier’s ability to use CPNI without the

21 || express authorization of its customers. The WUTC divided CPNI
22 [ into two categories: “call detail” and “private account informa-

23’ tion.” Call detail is

24 [alny information that identifies or reveals for any
specific call, the name of the caller (including name
25 4 of a company, entity, or organization}, the name of any
person called, the location from which a call was made,
26 the area code, prefix, any part of the telephone number
ORDER
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10
11
12
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of any participant, the time of day of a call, the
duration of a call, or the cost of a call

[and] information associating a specific customer or

telephone number with the number of calls that are

answered or. unanswered, correlated with a time of the

day, day of the week, week or weeks, or by any time

pericd shorter than one month.

WAC § 480-120-201.! Private account information is other infor-
mation that a carrier has access to regarding its customeré that
uniquely identifies customers but that is not call detail. Id.
Such information includes the customer’s name or address.

Under the new regulations, a telecommunications carrier
cannot disclose either “call detail” or “private account informa-
tion” to third parties outside the carrier’s organization without
a consumer’s explicit authorization. As to in-company use,
carriers must provide customers the opportunity to opt-out of
that carrier’s use of “private account information” for “out-of-
category” marketing.? Use of private account'information for
“same-category” marketing is not restricted. A carrier must
first obtain a customer’s explicit approval (Yopt-in”) before

using “call detail” for any purpose other than billing.

Plaintiffs, collectively referred to as Verizon, allege that

1 call detail also includes various types of aggregations of
such information on monthly, less-than-monthly, and more-than-
monthly bases.

2 “Qut-of-category” marketing is the marketing of a category
of services to which a customer does not already subscribe,
“Same category” marketing is the marketing cof a category of
services to which a customer already subscribes.
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these regulations are preempted by federal law and violate the
First Amendment’s commercial speech protections. Verizon also
alleges that the rules violate the Commerce Clause. Accordingly,
they seek a permanent injunction against the enforcement of the

regulations.’® Each party has filed for summary judgment.

II.

A. Summary Jjudgment standard

Summary . judgment is apprépriate when “the pleadings . . .

DISCUSSION

show that there is no genuine issue as to any material fact and
that the moving party is entitled to judgment as a matter of

law.” Fed. R. Civ. P. 56(c); Celotex Cor . Catrett, 477 U.S.

317, 322 (1986). In the present case, there are no disputes of

material facts.® Consequently, summary judgment is appropriate
if either Verizon or the WUTC is entitled to judgment as a matter
of law.
B. Abstention

Defendants, collectively referred to as the WUTC, contend

that this court should abstain from considering the issues in

3 To the extent that the restrictions on third-party
disclosure mirror those imposed by the FCC, such restrictions are
not at issue here.

* The parties dispute the extent to which Verizon currently
uses or will use CPNI within its organization. While such a
dispute may have been relevant at the preliminary injunction
phase of this litigation, it is not relevant to any material fact
at the present stage.
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| 1#this case under the doctrine set forth in Railroad Commission of
2 | Texas v. Pullman Co., 312 U.S. 496 (1941). Under that doctrine,
3 | known as “Pullman abstention”, a federal court should abstain
4 only if each of the following three factors is present:
(1) the case touches on a sensitive area of social
SF' policy upon which the federal courts ought not enter
unless no alternative to its adjudication is open,
.6 {2) constitutional adjudication plainly can be avoided
if a definite ruling on the state issue would terminate
7 the controversy, and (3) the proper resolution of the
possible determinative issue of state law is uncertain.
8 |}
r Porter v. Jones, 319 F.3d 483, 492 (9th Cir. 2003) (internal
9
quotes omitted). 1In First Amendment cases, however, “the first
10
Pullman factor ‘will almost never be present because the guaran-
11
tee of free expression is always an area of particular federal
12
concern.’” Id. (quoting Ripplinger v. Collins, 868 F.2d 1043,
13
1048 (9th Cir. 1989)). Abstention is particularly inappropriate
14
in a case such as this where abstention will “force the plaintiff
15
who has commenced a federal action to suffer the delay of state
16
court proceedings . . . [that] might itself effect the impermis-
17
, sible chilling of the very constitutional right he seeks to
18
protect.” Zwickler v. Koota, 389 U.S. 241, 252 (1967). 1In only
19
one case has the Ninth Circuit found abstention to be appropriate
20
in the context of a First Amendment Claim. See Almodovar v.
21
Reiner, 832 F.2d 1138, 1140 (9th Cir. 1987). That case, however,
22 '
involved an “unusual procedural setting; the issue in question
23
was already before the state supreme court.” Porter, 319 F.3d at
24
493-94, The fears of a chilling effect, therefore, did not
25 ~
justify a preference against abstention. Id. at 494.
26
ORDER
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In the present case, there are no proceedings currently
pending before any state court or administrative body. Given the
likely delay involved with any state court ruling on this matter,
the court finds that abstention is not appropriate. Porter, 319
F.3d at 494.

C. Verizon’s First Amendment challenge

1. Is speech implicated?

The WUTC contends that because the rules regulate the usge
of CPNI, the regulatiocns do not implicate the First Amendment.
According to the WUTC, the rules only regulate a commercial
transaction between a telecommunications carrier and its custom-
ers, and as such, do not directly implicate any expressive
activity. See U.S. West, Inc. v. F.C.C., 182 F.3d 1224, 1244
(10th Cir. 1999) (Briscoe, J., dissenting). The rules do,
however, indirectly affect Verizon’s marketing by requiring prior
customer approval for the use of CPNI in both developing and
targeting that marketing.® WUTC Order 9 63; Blackmon Decl. 4 6
{noting that the new regulations “do restrict Verizon from some

marketing activities that it might otherwise engage in”). Such

> “[Tlhe fact that no direct restraint or punishment is
imposed upon speech or assembly does not determine the free
speech guestion. Under some circumstances, indirect
‘discouragements’ undoubtedly have the same coercive effect upon
the exercise of First Amendment rights as imprisonment, fines,

injunctions or taxes.” Am, Communications Ass'n, C.I1.0.., V.
Douds, 339 U.S. 382, 402 (1950).
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targeted marketing is protected commercial speech.® Florida Bar
v, Went for It, Inc., 515 U.S. 618, 623 {targeted speech is
commercial speech whose restriction implicates the First Amend-
ment). Furthermore, “the existence of alternative channels of
communication, such as broadcast speech, does not eliminate the
fact that the CPNI regulations restrict speech.” U.S, West, 182
F.3d at 1232 (holding that the FCC’s 1998 CPNI regulations that
required opt-in approval by customers impacted a carrier’s
commercial speech intérests).7 This is not a case where a state
law or regulation simply makes speech more expensive, less
convenient, or even less effective. Rather the regulations at
issue here directly affect what can and cannot be said. Such a
restriction, no matter how indirect, implicates the First Amend-
ment . iley v. Nat’'l Fed’ f the ind of rth Carolin Inc,,
487 U.S. 781, 790 n.5 (1988) (finding First Amendment implicated
where “effect of the statute is to encourage some forms of
solicitation and discourage others”). Accordingly, the court
finds that the WUTC regulations impact protected speech.

/77

® The speech is undoubtedly commercial speech as the
targeted speech to customers “is for the purpose of soliciting
those customers to purchase more or different telecommunications
services {and] ‘does nc more than propose a commercial
transaction.’” U.,S., West, 182 F.3d at 1232 (quoting Ya. State
Bd. of arma v. Va itizens n er Council nc,, 425 U.S.
748, 760 (1976)).

" In fact, aside from billing and providing customer
support, there is little other use to which CPNI can be put other
than as a foundation for marketing.

ORDER
Page - 7 -




1]

=W N

v v N oY UL

10
11
12
13
14§
15
16
17
18
19
20
21
22
23
24
25
26

2. Central Hudson test

Given that Verizon’s commercial speech interests are impli-
cated, the WUTC's regulations must be analyzed under the
intermediate-scrutiny standard set forth in Central Hudson Gas &
Electric Corp. v, P i rvice igssion of N.Y., 477 U.S. 557
(1980). Under Central Hudson, a restriction on truthful and non-
misleading commercial speech is valid if the government estab-
lishes (1) that there is a substantial state interest in regulat-
ing the speech; {2} the regulation directly and materially
advances that interest; and {3) the regulation is no more exten-
sive than necessary to serve the interest..8 Central Hudson, 477
U.S, at 564-65.

a. Substantjal state interest

It is well settled that “the protection of . . . privacy
is a substantial state interest.” Went for It, 515 U.S. at 625
(quoting Edenfield v. Fane, 507 U.S. 761, 769 (1%893)). The
“State’s interest in protecting the well-being, tranquility, and
privacy of the home is certainly of the highest order in a free
and civilized society.” arey v. Brown, 447 U.S. 455, 471
(1980). In light of this interest, a state may legislate to.
protect privacy and “avoid intrusions.” Frisby v. Schultz, 487
U.S. 474, 484-85 (1988}.

Verizon argues, however, that there is no privacy interest

® It is undisputed that Verizon’s speech is lawful and non-
misleading.
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between a telecommunications carrier and an existing customer
regarding that customer’s use of services. Verizon points to the
FCC’s position that customer approval of the use of CPNI can be
inferred. In Re lementation of Telecommunicatio Act of
1996, 13 F.C.C.R. 8061, i 23 (Feb. 26, 1998) (*the customer is
aware that his carrier has access to CPNI, and, through subscrip-
tion to the carrier’s service, has implicitly approved the
carrier’s use of CPNI within that existing relationship”). This
inference, though, does not support a further inference that
there is no privacy interest at all. 1In fact, in promulgating
its new rules after [.S, West, the FCC emphatically concluded
that the government has a substantial interest at least “in
ensuring that a customer be given an opportunity to approve (or
disapprove) uses of her CPNI by a carrier and a carrier’s affili-
ates.” re; Implem ti of the Tel mmunications of
1996, 17 F.C.C.R. 14,860, 9 31 (July 25, 2002).

In response, the WUTC points out that the Washington consti-
tution contains a protected right to privacy that runs against
private as well as governmental invasions. Wash. Const. art. I,
§ 7. It is also wrongful in Washington, and a basis for civil
liability, to register the phone numbers dialed from a particular
phone. State v, Gunwall, 106 Wash.2d 54, 62 (1986); RCW 9.73.260
{requiring court order to use devices that record the numbers of
inbound and outbound phone calls but exempting telecommunications
service devices used for billing or as an incident to billing).

In other words, there is a strong presumption in Washington in

ORDER
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favor of privacy when it comes to CPENI,

Furthermore, the record before the court contains various
studies indicating public concern about the use and dissemination
of personal information collected by telecommunications carriers
during -the provision of service. See, e.g., AR 533, 563-64,
1040; see also Ex. 3, Hoffman Decl. at 39 (finding that 53
percent of those interviewed said that it was a major concern of
theirs that a company will use information outside of a specific
transaction for which it was intended). The record also contains
over 600 comments by private individuals expressing a concern
over privacy and the need to requlate corporate use df persconal
information. Contrary to Verizon’s contention, there is evidence
in the record that consumers have a privacy interest in the use
of information derived from an existing business relationship.
Given this record and the FCC’s findings, the court finds that
there is a substantial state interest in ensuring that consumers
be given an opportunity to approve uses of their CPNI.

b. Directly and materially advancing state ipterest

Under Central Hudson’s second prong, the WUTC must demon-

strate that the challenged regulation “advances the Government’s

interest ‘in a direct and material way.’” Rubin v. Coors Brewing

Co., 514 U.S. 476, 487 (1995) (quoting Edenfield, 507 U.S. at
767). A “regulation may not be sustained i1f it provides only

ineffective or remote support for the government'’s purpose.”

Central Hudson, 447 U.S. at 564.

In arguing that the WUTC's regulations fail this require-

ORDER
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ment, Verizon points out that the regulations affect only tradi-
tional landline carriers and exclude other utilities, more

| particularly, wireless carriers. Thus, Verizon contends, the
WUTC’s rules are so underinclusive as to not advance the WUTC’s
purported state interest in a direct and material way. See Bad
Frog Brewery, Inc. v. New York State Ligquor Auth., 134 F.3d 87,
98 (2d Cir. 1998) (extent of underinclusiveness is relevant
factor to whether a regulation materially advances state inter-
est). The WUTC responds that the underinclusiveness of the rules
is not fatal as there is no requirement that the whole of the

lproblem relating to CPNI use be addressed at once. See United

States v. FEdge Breadcasting Co., 509 U.S. 418, 434 (1993) {“we

[do not] require that the Government make progress on every front
before it can make progress on any front”). A state, however,
“may not avoid the criterion of materially advancing its interest
by authorizing only one component of its regulatory machinery to
attack a narrow manifestation of a perceived problem.” B Fr
Brewery, 134 F.3d at 99-100. Rather, the state “must demonstrate
that its commercial speech limitaticn is part of a substantial
effort to advance a valid state interest, not merely the removal
of a few grains of offensive sand from a beach.” Id. at 100.
Under the WUTC’s rules, consumers face different rules
regarding the use of CPNI if they use wireless and interstate
telecommunicationé services in addition to the intrastate ser-
vices to which the WUTC’s rules apply. Furthermore, the exclu-

sion of wireless services from the regulations leaves a large

ORDER
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WUTC’s restrictions. The WUTC, therefore, fails to establish
that its rules are part of a substantial effort to advance a
valid state interest.

More importantly, though, even within the context of tradi-
tional landline carriers, a cursory examination of the WUTC’s
regulations makes clear that they are dauntingly confusing and
riddled with exceptions. The new rules incomprehensibly divide
CPNI into call detail and private account informaticn, requiring
consumers to opt-in in some cases and opt-out in others. As
Washington’s Public Counsel recognized, the “dual system 1is
unnecessarily complicated and may make it more difficult for the
customer to understand that any action is needed to prevent use
and dissemination of their private account information in light
of [the] opt-in requirement for call detail.” AR 1010. The
court agrees. Consumers report that “they want uniform policies
and concise and understandable notices.” Hoffman Decl. 1 26. 1In
the present case, it defies credulity that consumers will under-
stand the complicated regulatory framework sufficiently to
effectively implement their preferences. Simply put, the state’s
interest will not be advanced given the confusion over the
regulations. For these reasons, the court finds that the WUTC’s
rules fail to advance the state’s interest in a direct and
material way. See 44 Liguormart, Inc. v. Rhode Island, 517 U.S.
484 (1996) (striking down ban on advertising iiquor prices

because there was no evidence in the record to suggest that a

OCRDER
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tenuous chain of events necessary to advance state interest would

actually occur); Coors Brewing, 514 U.S. at 488 (regulations do
not directly and materially advance state interest “because of
the overall irrationality of the Government’s regulatory
scheme”); see also W, States Med. Ctr. v, Shalala, 238 F.3d 1090,
1095 (9th Cir. 2001) (finding that regulations are “so riddled
with exceptions that it is unlikely that the speech restrictions
would actually succeed in directly advanc(ing] the govern-
ment’s interest”).

c. Narrow ilorin

The regulatiocns also fail to satisfy the “narrow tailoring”
prong of the Central Hudson test. Under that prong, the WUTC
must demonstrate that the regulations are “no more extensive than
necessary to serve the stated interests.” [U,S. West, 182 F.3d at
1238 (quoting C s Brewing, 514 U.S. at 486). Though this test
does not require that the least restrictive means of regulation
be adopted, the means must be reasonable and represent a disposi-
tion “whose scope is in proportion to the interest served.” Bd.

Tr State iv., of N.Y. v. %, 492 U.S. 469, 480

(1989), To be narrowly tailored, the government’s speech re-
striction must signify a careful calculation of the costs and
benefits assoclated with the burden on speech imposed by its
prohibition. Cincinnati v, Discovery gggwork.llng,, 507 U.S.
410, 417 (1983). “The availability of less burdensome alterna-
tives to reach the stated gqal signals .that the fit between the

legislature’s ends and the means chosen to accomplish those ends
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may be too imprecise to withstand First Amendment scrutiny.” 44
Liquormart, 517 U.S. at 529 (O0'Connor, J., concurring).

In U.S. West, the Tenth Circuit struck down the FCC’'s opt-in
regime holding that it was clear from the record that the FCC had
not considered less restrictive opt-out alternatives. This led
the court to conclude that the FCC necessarily had not narrowly
tailored its regulations. 182 F.3d at 1238-38.

While the WUTC explicitly considered and rejected an opt-out
approach, WUTC Order 19 84-88, its regulations are subject to the
same criticism as that expressed by the U.S. West court. This
court finds that there are other means available to achieve the
same purpose that impact less speech. For instance the state
could more stringently regulate the form and content of opt-ocut
notices and combine those regqulations with educational campaigns
to inform consumers of their rights.

The WUTC contends, however, that opt-in is the only approach
that will protect CPNI. The WUTC points to evidence in the
record derived from the Qwest experience with opt-out to demon-
strate that opt-out approaches are fundamentally flawed. WUTC
Order 1 85; AR 1085-86 {(discussing ineffectiveness of opt-out),
328-329 (“Recent surveys demonstrate that consumers either never
see and read such complicated opt-out notices, or they don’t
understand them.”). For these reasons, the WUTC argues, opt=-out
approaches do not provide consumers with an opportunity to
properly express their privacy preferences.

The evidence upon which the WUTC relies, however, does not

ORDER
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invalidate opt-out approaches. Rather, it is evident that the
presentation and form of opt-out notices is what determines
whether an opt-out campaign enables consumefs to express their
privacy preferences. The FCC recognized this very fact when it
devoted a substantial portion of its 2002 Order to dictating the
form, content, and frequency of opt-out notices. See 17 F.C.C.R.
14,860, 91 89-119; see alse id. 9 89 (“we adopt more stringent
notice requirements to ensure that customers are in a position to
comprehend their choices and express their preferences regarding
the use of their CPNI”).

In the present case, there i1s no evidence that the WUTC
considered similar requirements. Instead, 1t appears as though
the WUTC was motivated by consumer complaints regarding the
implementation of Qwest’s opt-out campaign. Undoubtedly, the
Qwest experience did not go well.®? That experience, however,
does not support the proposition that all opt-out presentations
are flawed. In fact, Verizon’s recent experience implementing
opt-out in accordance with the FCC rules in Washington stands in
stark contrast to Qwest’s. Verizon sent out opt-out notices to
approximately 700,000 subscribers; 7.5 percent successfully opted

out and fewer than 45 subscribers lodged any complaint.'® See

® For instance, the record is replete with complaints from
Qwest-customers that phone lines were busy, the web-based opt-out
system was unresponsive and failed to give any confirmation, and
that the notice was sent as a billing insert.

10 yerizon’s campaign differed from Qwest’s in several key
aspects, e.g. opt-out notices were sent in separate envelopes
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LaPorta Dep. 81:15-84:20, 90:1-19, 97:4-98:8. Verizon's experi-
ence strongly suggests that properly controlled opt-out campaigns
can protect consumers from the unauthorized use of CPNI without
impacting speech to the extent that the current rules do. That
experience, along with the FCC’s, demonstrates that regulations
that address the form, content, and timing of opt-out notices,
when coupled with a campaign to inform consumers of their rights,
can ensure that consumers are able to properly express their
privacy preferences. See 44 Liguormart, 517 U.S. at 507 (educa-
il tional campaigns may be more effective at advancing state inter-
est than speech-restricting regulation); Linma nc., v.
Willingboro Township, 431 U.S. 85, 97 (1977) (government is free
to engage in its own speech and engage in widespread publicity to
educate the public about the interest being advanced). The
existence of these less-restrictive alternatives indicates that
the regulations are not narrowly tailored. See U.S. West, 182
F.3d at 1239; see also 44 Liguormart, 517 U.S. at 507-08 (holding
I‘that there was no “reasonable fit” between regulations and the
state’s interest whefe “[{i)t is perfectly obviocus that alterna-
tive forms of regulation that would not involve any restriction
on speech would be more likely to achieve the State’s goal”):
roject 80's v, Ci of Pocatello, 942 F.2d 635, 638 (1991)
(“restrictions which disregard far less restrictive and more

precise means are not narrowly tailored”).

rather than being sent along with a bill.
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ITI. CONCLUSION

Accordingly, the court finds that though there is a substan-
tial state interest in protecting against the unconsented use of
CPNI, the WUTC regulations do not advance that interest in a
direct and material way and are not narrowly tailored. The
current rules, therefore, fail the Central Hudson test and are
contrary to the First Amendment.!!

For all the foregoing reasons, the court GRANTS Verizon'’s
motion for summary judgment [docket no. 84]. Defendants’ motion
for summary judgment [docket no. 75] is DENIED.!? It is hereby
ADJUDGED and ORDERED that Defendants are permanently enjoined
from enforcement of WAC 480-120-201 to Z216.

DATED at Seattle, Washington this 26" day of August, 2003.

UNITED STAYES DISTRICT JUDGE

1 The court does not reach Verizon’s claims that the rules
are preempted by federal law or the dormant commerce clause or
that they are void for vagueness.

12 pefendants’ motion to strike are themselves stricken as
the court has not based its decision on any of the extra-record
evidence introduced by Plaintiffs and as Defendants have not
complied with local rules pertaining to motions to strike.
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